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Hacrosmee TexHuveckoe 3agaHue pazpabOTaHO C LIENBIO ONpeieseHus,
MOCTaBKU W HACTPOMKM ABTOHOMHOH HeKoMMepueckod opranuzauuu «lOxKHbIH
perunoHanbHBIH LlenTp mnopmepxku skcropra» (Janee — 3aka3zuuMk) cocraba W
colepxxaHust  yciayr mo  obecriedeHuio  OeszomacHocTH  MHpOpMAlMM B
MH(QOPMAaLIMOHHBIX CHCTEMAaX 3aKa3uuKa.

Makcumanbno gomycrumas cymma gorosopa - 600 000, 00 py6.

COop koMmmepueckux npeaioskennii go 17.11.2023.

1. HMcnosb3yemMble cOKpaleHust
NC — undopmanmonnas cucrema,
WCIT/In — undopmanvonHas cucrema nepcoHaibHEIX JaHHbIX.
OC — onepalliOHHAs cUCTEMA
C3M — cpencTBO 3aUTEI HH(POPMALMH
MD — mexceTeBol KpaH
CA3 — cpeicTBO aHTHUBUPYCHOM 3aIUTHI
CJI3 — cpencTBO JOBEpEHHOM 3arpy3KH
COB — cucrema oGHapyKeHUsI BTOPIKEHHIH
C31 or HCJl — cpescrBo 3amuThl HH(GOPMALMK OT HECAHKIIMOHUPOBAHHOIO
J0CTYIIA.
ITO — nporpamMMHoe obecrieuenue.
OCB Poccuu — ®epepanbhas ciyxba GesonacHoctu Poceutickoit Menepariui.
OCTOK Poccun — @epepanbHas ClIyk0a II0 TEXHHUYECKOMY H 3KCIOPTHOMY
KOHTPOJIIO.

2. Hexoanble JaHHbIe 06 00beKTe HHpOpMaTH3aUMK 3aKa3uynKa

O6wvexr wnHdopMaTH3aLMK HaxoguTes Mo agpecy 295013, KPBLIM
PECITYBJIMKA, I'. CUM®EPOITOJIb, VJI. CEBACTOITOJIECKASI, /1. 8, ODUC
16 (3aka3zuvk BBINOJHEHMS! paGoT): ABTOHOMHAsS HEKOMMeEpUECKas OpraHMu3alus
«lOHBIH peryoHanbHbli LIeHTp moanepxku sKcropTay.

3. IIpaBoBble OCHOBAHUSI IJISI OKA3AHHUSI YCJIYT
- @enepanbubli 3akoH ot 27 moist 2006 r. Ne 152-D3 «O nepconaibbIx
JIAHHBIX ),




- Tlocranoenenne [lpaBurennctBa Poccuiickoii  ®enepanum  Ne 1119
«O6 yTBepKIeHMH TpeOOBaHMH K 3alLUTe [IEPCOHATBHBIX JaHHbIX [IPU UX 00paboTKe
B UH(GOPMALIMOHHBIX CHCTEMAX TIEPCOHATBHBIX JaHHBIX» OT 1 HosA0pa 2012 rona;

- IlocraHoBieHue [IpaBuTenscTBa Poccuiickoi Denepann
Ne 687 «O6 yrBepxnenuu [TonoxeHust 06 ocodeHHOCTIX 00pabOTKH NEPCOHANBHBIX
IaHHBIX, OCYILLUECTBIsAEMOH 0e3 MCIOJIb30BaHUS CPEJCTB aBTOMAaTHU3aLMKU» OT 15
centsa6ps 2008 roga; '

— IlocraHoBnenue [IpaBuTtenscrBa Poccuiickoi Denepaumu
ot 21 mapta 2012 roga Ne 211 «O0 yTBepKAeHUH MEPEYHs] MEP, HANPaBICHHbIX Ha
obecrieueHHe BBIMOJHEHUsS OO0sA3aHHOCTEH, NpeAycMOTpeHHbIX @elepanbHbIM
3aKOHOM «O TIepCOHANBHBIX MaHHBIX» M TMPHHATBIMA B COOTBETCTBHU C HUM
HOPMaTUBHBIMH IIPaBOBBIMHU aKTaMH, oriepaTopamu, SIBJISIFOLLLUM M CSI
rocyIapcTBEeHHBIMU UM MyHHUIIUTIAIbHBIMU OpraHaMu»;

— Ilocranosnenue  IlpaButensctBa P® ot  16.11.2015r.  Nel236
«O6 ycraHOBIEHMM 3ampeTa Ha JIONYCK IpOrpaMMHOro  obecrieueHwus,
MPOMCXOJISIIEr0 U3 MHOCTPAHHBIX TOCYNAPCTB, [Uis LEJEH OCYIIECTBIIEHUS 3aKyITOK
U1 oOecneyeHus rocyJapCTBEHHbIX M MyHULIUIIATIBHBIX HYXKI);

- Ilpukas @OCTDK Poccun or 18 despans 2013 roma Ne 21
«006 yrBepxeHun CocraBa M CoJiepXKaHUs OpraHM3allMOHHBIX U TEXHUYECKUX Mep
no obecreyeHur0 O€30MaCHOCTH MEePCOHANBHBIX IAHHBIX NpPH HUX 00paboTke B
HHPOPMAITHOHHBIX CHCTEMaX MEePCOHANIBHBIX JaHHBIXY,

- Ilpukaz ®CB Poccum ot 10 wmrona 2014 r. Ne 378 «OO6 yTBepkaeHnu
CocTaBa U COZEPIKaHHsI OPraHU3alMOHHBIX W TEXHHYECKUX Mep 10 00ecreveHuIo
0e30MacHOCTH TMEPCOHANBHBIX JAaHHBIX NpU UX 00paboTKE B HH(POPMALMOHHBIX
CHCTEMaX MEePCOHATBHBIX JTAHHBIX ¢ HCTIONb30BaHUEM CPEICTB KPHUITOrpaduuecKon
3amuThl  MHPOpPMAIHH, HEOOXOAMMBIX JUIS  BBIIIOJIHEHUS  YCTaHOBJIEHHBIX
[TpaButensctBoM Poccuiickod @enepainy TpeOOBaHUM K 3aLIMTE INEPCOHABHBIX
TaHHBIX IS KQXKJI0T0 U3 YPOBHEH 3aILUIIIEHHOCTHY;

— Ilpuka3z ®AIICU ot 13.06.2001 Ne 152 «O0 yrBepxaennn MHcTpyKiin 00
opranusanuu u obecriedeHn 6€30MaCHOCTH U XpaHEeHHsl, 00pabOTKH U Nepeiadm 1o
KaHajlaM CBA3HM C MCIONb30BaHHEM CpPEACTB KPUNTOrpapuuecKoi 3alluThl
HHQOPMAIlMK ¢  OTPaHWYEHHBIM JOCTYIIOM, HE COJepXKallled CBeIeHUi,
COCTaBJISIFOLINX [OCY/IapCTBEHHYIO TalHHY».

- TOCT P 51583-2014 «3amurta wuHbopmauuu. Ilopsmox coznaHus
ABTOMATH3UPOBAHHBIX CUCTEM B 3allULIEHHOM UCTOIHEeHUuH. OO1IMe NOI0KEHHEY,

- T'OCT PO 0043-003-2012 «Atrectamust 0OBEKTOB HH(POPMaTH3ALKU.
OO61ME NOJIOKEHUS.

4. CocTaB, ONHCAaHHE U COjIeP:KAHHE YCJIYT, TPeOOBaHUA K
JAOKYMEHTHPOBAHHIO

B pamkax 3akyrnku McrnonHutens o0s3aH 0KazaTh YCIYTH IO TOCTaBKe
CpeACTB  3aluThl MH(OpPMALMM B  COOTBETCTBUHM C  KOJHYECTBOM H
XapaKTepPUCTHKAMU, YKa3aHHbIMH B TaOJIHLIE.

Tabauua




.
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[IporpamMMmHoO-
anmnapaTrHbli
KOMILIEKC
MEXKCETEBOr0
KpaHUpPOBaHUS

Tpedosanus k Cucreme
TpeOoBaHuA K MOCTaBKe

Cucrema JIOJDKHA MTOCTABIIATECS B BHE TPOTPaMMHO-
anmnapaTHOro KOMIUIEKCa U 00ecreuBaTh KOHTPOIb
He Menee yeM 10 eIMHOBPEMEHHO MOJAKIOYEHHBIX
MOJIb30BaTeNieif  Ha  MPOMYCKHOW  CIOCOOHOCTH
kanana He menee 100 M6/c.

TpeboBanus K armaparHoit COCTAaBRISAIOLIEH
KOMILJIEeKCa: .

* T'ox BBIMyCKa nocTariseMoro o0opya0BaHUs — HE
panee 2020 roza.

» [locraBmsiemoe 00OpyJAOBaHHE JIOJDKHO  OBITH
cobpaHo B TTPOMBITIIIEHHBIX YCIIOBHSX,
yaosjieTBoparomux cranaapry [SO9001, umern
cepTU(UKATHI COOTBETCTBHSI TPEOOBAHUAM CHCTEMEI
cepruduxannn EAC.

* HWcronuurens  gomkeH — 0OECHEUHTh  CPOK
rapaHTuiiHoro o0cny:KuBaHMs He MeHee 3 (Tpex)
JeT. )

» [locTaBka J0/DKHA MPOW3BOJUTLCS B 3ale4yaTaHHON
YIIaKOBKE, oGecTeynBaromeit COXPaHHOCTH
COJCP)KMMOT0 U HEBO3MOXKHOCTh HCHOJIb30BAHUSA
TPEeThUMHU JIMLAMH €3 ee NOBPEKIEHHSL.

* B Cucreme J0mKHBI ObITh yCTAHOBJICHBI H
HACTPOEHBI BCce OOHOBJIEHHUS IOCTYITHBIE HA MOMEHT
npuobperenuss obopylroBaHHWs, BCE JpaiBepa
YUIICeTa U YCTPOUCTB, BXOASIIUX B KOMIUIEKTALIMIO
000opymoBaHHsA, a TaKKe HEOOXOIUMBIE YTHITHTHI,
obecrieynBaloIIHe NOJIHOUEHHOE
¢yukuuonupopanre CucTeMbl.

AnnaparHas niaargopma
pasmepsi, BxILxI" ne.6onee 230 x 170 x47 mm

Tunopa3mMep Kopuyca HactonbHblit  (3HaueHue
He MEHSETCS)

Koanuectso moproB 1000Base-T, RJ-45 e menee 5
IIT.

CPU (npoueccop)
KonnyectBo nponeccopos: 1
KonuuectBo saep: 4
KonuyectBo nmoTokon: 4

Basopas Taktosas yactora npoieccopa: 2,0 I'T'i
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MakcuMasbHasg TaKToOBas YacToTa ¢ TEXHOJOTHEH
Turbo Boost: 2.42 GHz

Komr-namste: 2 MB Cache

Yacrora cucremuoii muHeL: 9.6 GT/s QPI
Kou-Bo coemunennit QPI: 2

PacueTtnas mowHocTh: 10 BT

Juckosoe npocTpancreo 1x500 I'Gaiit

OneparuBnas nmamate 8 ['Gaiit

Bxoanoe Hanpsizkenns bIT 140-220 B
Toxk no4 A
JHepronorpedaeHne He Oosiee 36 BT

Bec wHe Gomee 1.2 kr

Tpebosanus K TNPOrpaMMHOI  cOCTABJISIIOIIEH
KOMILIEeKca:

1. Hanuuue cieayromnx 0OCHOBHBIX (PyHKIMIL:

1.1. KOHTpOJb JIOCTyIa IOJb30BaTENEd B CCTh
WurtepreT i ¢puibTpanuy Tpadguka cetd Murepret;

1.2. ananm3 tpaduka cetd VIHTEpHET 10 KaTeropHsIm
caiitoB, URL-azpecam U KOHTEHTY JaHHbIX;

1.3. MOHMTOPHHT JEHCTBUH, COBEpILIAEMBIX
110JIb30BATENIAME TIpU padoTe ¢ ceThio Murepuer, a
Takxke GOopMHUPOBAHHE OTYETHOCTH,;

1.4, mpemocTaBleHHE  BO3MOMKHOCTH  OOHOBIATEH
CIIMCKH C TIOMOIIIBIO 0(iaitH 0OHOBJIEHHH;

1.5. samura OOBEKTOB CETEBOH HMHMPACTPYKTYPhI
3akasyuka ot DoS arak;

1.6. KOHTpOJb TEXHOJIOrHYecKHX HpoTokoaoB ACY
TI1: Modbus, DNP3, MMS;

1.7. BO3MOXHOCTH  BCTpauBaHHA B  CETEBYIO
uH(ppacTpyKTypy 3akazuuka 1o nporokony WCCP;

1.8. 3ammra 0OBEKTOB CETEBOH HMH(PACTPYKTYPHI C
MOMOIIBK CHUCTEMBI OOHApy)KEHHsl BTOPMKEHHIA
(COB);

1.9. xonTposs nepeaapaeMoro Tpaduka gepes MCO ¢
OMOILLIO OTpe/IeNICH s TPUIIoKEHHH L7,

2. OcoGEHHOCTH peain3aluu QyHKIHH

2.1. ®yHKUHOHaN HACTPONKH CpPEJACTB (UIBTPAlnH
BXOJSILET0 M MCXomsuiero Tpaduka JIOKEH
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[03BONIATH YKA3bIBATH B KavyecTBE (UIBTPa MACKy
WJIM PETYJISIPHOE BbIPAKEHHUE.

2.2. JloxkHa ObITh obOecreyeHa  BO3MOXKHOCTb
npuMeHeHus npasi1 MCD k ¢pparMeHTHPOBAHHEBIM,
He()parMCHTHPOBAaHHBIM W JIIOOBIM  JIpYyTHM
MaKeTaMm.

2.3. HeobxomuMo Hainuude COOBITHSI 00 yCHemHOH
3arpy3Ke CUCTEMBI B KypHase COObITH.

2.4. Jlomxuo ObITh O0DECIEUEHO >KYypHAIMPOBAHHE
U3MEHEeHHUs BpeMeHH B KOHCOIT!
aJIMHHHUCTPUPOBAHHUA.

2.5. HeobOxoauMo Hanmuuue ornoseueHuid mo SNMP
npu  cpabaTblBaHMH  3alpelialoliUuX  [PaBHJI
MEXKCETEBOTO IKpaHa.

2.6. JloikHa obecrieuMBaThcs OJIOKMPOBKA BCETO
Tpaduka MpH MHIHUAEHTAX, TAKMX KaK HapylleHHe
(GyHKUHOHHpOBAaHUS CcHCTeMbl. B ciyuyae ecinu
ucronHseMuiii ¢aiin w3 cocraba MCD wusmenen,
BeCh Tpah MK TODKEH OBITH 3a0JIOKMPOBAH.

2.7. ®OyHKUMOHAI peLLEHHS JIOJKEH HMETH
BO3MOJKHOCTb  3alpalliBaTh BBOJ IIApoJjis  Ha
pa30JI0KHPOBKY B clydyae HECaHKIMOHHPOBAHHOTO
JIOCTYyTa K u3MeHeHHsAM npapui MCD, H3MEHEHUAM
IpaBul ONOBELICHHS, CETEeBbIM MHTepdelicam,
n00aBJIEHHIO y4eTHOH 3aIiCH HOBOTO
aJIMHHHCTPATOPA, IKCIIOPTY JIOTOB CHCTEMBI.

2.8. Jlomxna ObiThb oOecne4eHa  BO3MOXHOCTH
yAAJICHHOT O MOIKJTFOYEHU A TEXHHYECKOI
MOJUIEP’KKH B CITydae TOJHOTO IMafeHHsd CHCTEMBI
(petmenus).

2.9. dunabTpalMs  BXOJALIETO W HCXOJLIETO
WurepHer-Tpaduka JIOJKHA OCYLIECTBIATHCS €
OJIHOBPEMEHHBIM ~ o0ecriedeHHeM TIPOBEPKH  Ha

HaJTM4He BPEIOHOCHOTO . [POrpaMMHOI0
obecrieyeHusl.

2.10. Cpencrtaa, eaTn3yIoLe (GyHKIHOHAT
MOHHUTOpPHHTA paboTocnocoOHOCTH "
(opmMHpOBaHHUS OTYETHOCTH, JOJKHBI
NPENOCTABIIATh (yHKIHOHAT

ABTOMAaTH3MPOBAHHOTO  IIOJIyYE€HHs  JaHHBIX O
NEeWCTBUAX TMOJIb30BATENIEH, COBEPINACMBIX B CETH
WuTepHeT, OT CpeACTB KOHTPOJIS JOCTyNa B CETh
Wureprer u ¢punsTpanuy Tpaduka ceti MHTEpHET.
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2.11. CpencrBa koHTpos JocTyna B ceTh Mureprer u
bunbrpanuu tpaduka cetu MHTepHET, MOJKHBI
IIPEIOCTABIIATH CIIEAYIOITYI0 (PYHKIMOHAIBHOCTh:

2.l 1:1: paboTaTh B Ka4ye€cTBE HENPO3PAYHOIO H
npo3pauHoro cepeepa-MHrepHer u obecrnevymBaTh
kommpoanie HTTP, HTTPS;

2112, NOJJIEPKUBATh ay TeHTH(UKALHIO
[0JIb30BATENIEH, MHTErpUpPOBATLCA C JIOMEHAMHU,
nocTpoeHubIME Ha Gaze Microsoft Active Directory
¥ NojUIepKuBaTh TexHosoruto Single Sign-On;

2.11.3. NoJIeP)KUBaATh ayTeHTH()UKALMIO
nonp3oBaTened ¢ BHemHMMH cepBepamu Radius,
Kerberos, NTLM, Active Directory, nokaJibHOHU
0a30i yueTHBIX 3alHCEeH;

2.11.4. NOJIIEPIKUBATh H/ICHTH(PHKALIHIO
nosnp3oBaresiell ¢ momouipio mportokosna Radius
accounting;

2.11.5. MoJIIepKNUBATh " MACHTH(HUKALUIO
[OJIb30BaTes el o IP/MAC-anpecam,
unentuduxkaropam VLAN;

2:11:6. 10/IEPIKUBATE ayTEHTU(UKALUIO
MoJIb30BaTeiel, padoTaloIUX Ha TEePMUHAIBHBIX
cepeepax Microsoft Windows, u Ha pabounx
craHuuax, paboraroumx noj ympasireHuem OC
Microsoft Windows, ¢ HCIOJIb30BaHHEM arceHTOB
ABTOPH3ALIHH.

2:11:7; obecrieunBarTh pasleiICHUE IMpaB IIPH
Joctyne K ceTd MHTepHET Ha OCHOBE JOMEHHBLIX H
JOKANBLHBIX TPYII M THOJUIEPXKUBATh YIIpaBIIEHHE
pa3pellICHUAMH, ’

2.11.8. obecrevynBaTh KaTeropupoBaHue
pecypcoB cetu Murepmer u  oOecneumBarh
(OUIBTpaIHIO JOCTyNa II0JIb30BaTeNIell Ha OCHOBE
JIAaHHBIX KaTEropuii;

2.11.9. NpeaoCTaBIsATh BO3MOKHOCTh
[epeONnpeaeIeHUs KaTErOpHu CalToB;

2:11:10; obecrieunBaTh  (GHIBTpALMIO  JlOCTYyIIa
nojp3oBaresie Kk pecypcam cetH HMHrepHer Ha
OCHOBE KOHTEHTHOH (DHIIbTpaIMH;

2.11.11. MOJUICPHKUBATD 5§ ABTOMATHUYECKH
00HOBJISATHL Oa3y JaHHBIX pecypcos ceTu MHTepHeT u
MIPUCBOCHHBIX UM KaTEeTOpHIA;

2.11.12. MO P>KHBATh U aBTOMaTHYECKH
OOHOBJIATH CIHMCOK CaAMTOB Ha OCHOBE €JIMHOM
ABTOMATH3MPOBAHHOM HMH(POPMAIMOHHOH CHCTEMBI
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«EnuHblii peecTp JOMEHHBIX HMEH, YKazarteseH
CTpaHHuL] caiiToB B " HH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHO# ceTH IHTepHET 1 ceTeBLIX
aJpecoB, MO3BOJIAIOIIMX HACHTHOHLHPOBATh CAHTHI
B HH()OPMALMOHHO-TEJIEKOMMY HUKAIIMOHHOH ceTH
WurepHner, coJiepxkarliue WHpOpMALIHIO,
pacripocTpaHeHue — kotopoit B Poccuiickoi
Denepaniu 3anpeLieHo»;

2.11,13, oOecneynBarh dubTpaLmIo
mepenaBaeMoro  KOHTeHTa M OJOKHPOBKY
OTIpEIICICHHBIX THTIOB (paiiioB, B ToM uucie B SSL-
Tpaduke, BKiIOvyas Tpaduk, 3aUH(ppPOBaHHBIA C
nomolibio npotokona TLSv].3;

2.11.14. IpeJOCTaBIATh  (YHKUHOHAN  ruOKOM
HACTPOWKH TpaBMJ  (WIBTPAllMd Ha OCHOBE
pa3zIMYHBIX TMapaMeTpPoB, B YACTHOCTH, TIPym
JIOCTyna roJjib3oBaTeneil, KaTeropuil pecypcos,
OTJENIBHBIX PeCcypcoB (B TOM YHCIIE PecypcoB, He
OTHECEHHBIX HM K OJIHOM M3 KaTeropuii) U THUIIOB
nepe1aBaeMoro KOHTEHTa,;

2.11.15. IPe0CTaBIATh UHTETpPUPOBAHHbBIC
MEXaHW3MBl ~ ONOBELIEHHS W YBEJOMIJICHHSA
aIMUHHUCTPATOPOB U 110JIb30BATENIEH O COOBITHAX;

2:11:186. NPeJIOCTaBIATh KJIMEHTa JUIst
aBTopu3anui Ha APM nonb3oarene;

2.11.17. [IPEe0CTABIATh BO3MOXHOCTb
pUMeHeHHs (PUIBTpaIly Ha OCHOBE MH(MOPMAIUH

o pedepepe;
2.11.18. Mpe/locTaBIATh BO3MOXXHOCTb

OpPUMEHEHHUSI MpPaBWI B YKa3aHHbIE BPEMEHHBIE
UHTEpBAILL.

3. TpeboBanus K JOCTYITHOCTH "
IPOU3BOJAUTENBHOCTH

3.1. TlporpammHoe obecrieyeHHe JIOJDKHO UMETh
BO3MOKHOCTh OBITH peanu30BaHHbIM B
COOTBETCTBHM C METOIOM OOECTIeUeHHs BBICOKOM
JOCTYIIHOCTH, TapaHTHPYsh MHHHMAaJbHOE BpeMs
IIPOCTOSI, M IIOJIHOI'O PELEHUs BO3JIOXKEHHBIX 3a]a4
TIPH BBIXOJIE U3 CTPQSA OJHOIO M3 KOMIIOHEHTOB.

3.2. IlporpamMmHoOe obecrieyeHne JIOJDKHO
obecneynBaTh pesepBHOE KOTIHPOBaHHE
KOH(Hrypauuii  KOMIOHEHTOB M  >KypHAJOB
perucTpanuu coObITHIT ¢ GyHKIMEeH HCTOPHUECKOTO
XpaHeHHs TaHHBIX C TIIyOMHON XpaHEHHUs! HE MEHEC
12 MecsaLes.
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3.3. IlporpammHoOe obecrieyeHne JOJDKHQ
obecrieynBath JOCTYN B ceThb VIHTEpHET He MeHee
gyem juis 10 monp3oBarenied, MOMKIIOYEHHBIX K
WHTepHeT, MPH JTOM HE OKa3blBas BIMAHMS Ha
CKOPOCTHBIE TTOKA3aTeNH JI0CTYyIIa 0JIb30BaTENEH B

CeTh WutepHet " HE MPENSTCTBY S
($YHKIIHOHHPOBAHHUIO KOMIIOHEHTOB
KOPIOpaTHBHOM uH(pOpMaAIHOHHOMH

BBLIYHMCIIUTEIBbHON ceTH 3aKa3uHKa.

3.4. llporpammuoe obecneyeHHe JOJDKHO HMETh
BO3MOXKHOCTE ~ MacIITaOMpOBaHUA. Y BEIMUYECHHE
ypcaa 00CTy)KHBAEMBbIX MOJIb30BaTeNeH U 00beMa
obpabarbiBaemoro Tpaduka cetu MaTepHeT 10JDKHO

OCYIECTBIATECA IIyTEM MOJAKITHOYEHHA
JOTOJIHHUTEJIBHBIX IporpaMMHO-armnapaTHbIX
KOMIIOHCHTOB.

3.5. Tlppy  Hanuuuu  JONOJHHMTENBHBIX  Y3JIOB
nporpaMMHoe oOecredeHHe JOJDKHO T103BOJIATH B
mo60e BpeMsl BBIBOJUTL 4acTh Y3JIOB (DHIbTPALMH
U3 OKCILIyaTauuu  Juld  O0CIOy:KMBaHHA  C
ABTOMATHUYECKMM Tlepepacripe/ieleHueM Harpy3Ku
Ha  OCTaBIIMECs  y3Jbl  Tpo3pavyHo  Juis
10J1b30BATENICH.

3.6. Jlomxen obecrnieunBaThCs (hyHKUHOHAT
HACTPOMKHM  IPOrpaMMHO-amlMapaTHBIX — CPEICTB,
BXO/UILIMX B COCTAB, 0€3 0CTaHOBKH Beel CHCTEMBI.

3.7. llporpamMmmHoe obecrieyeHue JIOJHKHO
obecrieunBaTh (PYHKIHMIO IIAHOBOIO OTKIIIOYEHHA
JUISE BEITIOJTHEHHUS MPOPUIAKTUIECKUX
MEPOMNPUATHH, HW3MEHEHHH WM  HapalluBaHHUs
annapaTHoro obecreveHus,, ycTaHOBKIA OOHOBIEHHH
Ha porpaMMHoe o0eclieyeHue.

3.8. Ilporpammuoe obecrieuenue JIOJKHO
Npe0CTaBIATh WHCTPYMEHTBI JHArHOCTHPOBAHHMS
COCTOSIHUS COOCTBEHHBIX KOMIIOHEHTOB.

3.9. B IlporpamMHOM o0ecneyeHMH J0JoKHA OBITh
IpejlycMOTpeHa poJieBas MOJENb pa3TpaHHuYCHUs
jpoctyna. PoiauM JO/DKHBI MMETh OTpaHMYEHHs 10
jgoctymy K IIporpaMMHOMY OO€CHEUEHHIO Ha
ypoBie wuHTepdeiicoB, (yHKIHOHANA, OTYETOB U
MPOH3BOJICTBEHHBIX 0OBEKTOB.

4. TpeGomanuss K (YyHKIHOHAIY CPEJACTB KOHTPOJIA
noctyna B ceth MurepueT u Gunbrpanun Tpaduka
cetu MIHTEpHET.

4.1. OOGecrieyenue " KOHTPOJIb JocTyna
nonb3oBateneil B ceth MHTEpHeT ¢ QuibTpaLuen




n/n

HaumenoBanue

XapaKkTepHCTHKH

Koa

BXOJALIEro | Hexoasmero MHTepHET-Tpauka mo
npotokonam HTTP/HTTPS.

4.2. llpoBepka TMOJIMHHOCTH II0Jb30BATEIEH IpH
JIOCTYIe B CeThb MHTEpHET ¢ HCIOJIb30BaHUEM
cnyx0b1 KaTasoroB Microsoft Active Directory.

43. Kourponab J0CTyma TONb30BaTeNiecd B CETh
Hureprer ¢ (pyHKIIHOHATIOM YCTaHOBKH Pa3JIHYHbIX
NONUTHK  JOCTYNA  JUISl  Pa3JuuHbIX TPy
nojb3oBaTelcii Ha OCHOBE WIEHCTBA B TpyINrax
Ge30nmacHOCTH CiTyk6bI KatanoroB Microsoft Active
Directory.

4.4. VYmnpapieHue IOCTYIOM K caiitam ceTu MHTepnet
HAa OCHOBE «YEPHBIX» W «OenmbIX» CIHCKOB,
COCTABJICHHBIX C HCMOJIb30BAHUEM KaTEropHU3aLiH
caiitop. DyHKIMOHAN HACTPOHKHM (PHUIBTPALMH
BXOJAINEr0 W HCXOAAIIEro Tpauka JIOJDKEH
MO3BOJISITh YKa3bIBaTh B KadecTBEe (PUIBTPa MacKy
WK peryiisipHoe BpIpakeHHe. CIMCKM KaTeropui
CalTOB JIOJDKHBI PEIOCTABIATHCS IIPOH3BOJAUTEIIEM
CpescTB KOHTpos focTyna B cetb Murepuer. Jlns
AJIMMHHCTPATOPOB IMPOTPaMMHOI0 oOecredyeHus
JNODKHA OBITh peau3oBaHa (YHKLHS BHECEHHS
KOPPEKTUPOBOK B JIaHHBIE CIIMCKHM, a TaKXKc
co3gaHus  coOcTBeHHBIX — Kateropuil.  CruCKM
JNOGKHEL  (hOPMHPOBATBCA MYTEM BHECEHMs HE
TOJILKO OJMHOYHBIX CAMTOB, HO M MX CIIHCKOB (B
¢opmare TekcTOBBIX (DAHIIOB C pa3/IeIUTENIMH).

4.5. VYnpasnenue JgocTtynoM B ceTb Murepher
IPOrPaMM M CETEBBIX CIIYKO MyTEM paspelleHus
Ha3HaYeHHUs OPTOB.

4.6. OtkmoueHue (pyHKIMOHAIA KOHTPOJIS J0CTyIIa B
cerb MutepHer u ¢unpTpanuuu Tpaduka ceTH
UurepHeT I KOHKPETHBIX moJb30Barenei/P-

aJIpecoB.

4.7. VinpaejaeHue JIOCTYNIOM  IOJIB30BaTeNed K
pasaMyHbIM TUNaM uH(opmanuu B cetH Murtepuer
(BHI€0, ay/IHO, H300paKEHHS U T.1T.).

4.8. llpenocraBienune uaTepdeiica ruOKoit
HACTpOHKH mpaBua  (uiAbTpaLlMM HAa OCHOBE
pa3aMyHBIX IIapaMeTpPOB, B YacTHOCTH, TIPYII
JIOCTyTa TIOJh30BaTellel, Kareropuil pecypcos (B
TOM YHCJIE U PECYPCOB, HE OTHECEHHBIX HU K OJIHOM
W3 KaTErOpHii) U TUIOB IIEPEaBacMOr0 KOHTEHTA.

4.9. HacrpauBaeMble ONOBELIEHHA aIMHHUCTPATOPOR
CucreMbl 0 COOBITHAX B paboTe CPEACTB KOHTPOJIS
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poctyna B ceth MHTepHET M QuibTpanuu Tpaduka
cetd MuTepHer.

4.10. YBemomyieHHe B OKHe Opay3epa Iosib3oBaTells
ceTu MurepHer o OJNOKMpOBaHHH JOCTyNa K
3ampaliBaeMoMy TIOJb30BaTeNneM web-pecypey B
cllyyae HapylleHHsT KOPNOPAaTHUBHBIX TpeOoBaHUIl
uH(GopMalMOHHONH 0e30macHOCTH, a TaKke Ha
OCHOBaHHH HAJMYUSA TMOTEHIIHAIBHO OIIACHOTO KoJa
(¢ ¢pyHKUMEH MPaBKH KOJa U TEKCTA YBEJAOMIIEHHS).

5. TpebGopanus K (PyHKIHOHATY CPEACTB KOHTEHTHOIO
aHanu3za:

5.1. Tlony4yenue uH(pOpPMALKMU OT CPEACTB KOHTPOJIA
noctyna B ceTb MHTepHEeT M PunbTpanmu Tpaduka
cetn UnTepHer.

5.2. OGecneueHue clEOYIOMMX BHJOB (HIIBTPALMH
(ananu3a) nepeaBacMOro KOHTEHTA:

5.2.1.aHanu3 1mepejiaBaeMbiX OOBEKTOB IO THUIY
nepeaaBaeMbix  00bEeKTOB, B TOM  UHCIE
ornpeJesicHHe H KOppeKTHas oOpaboTka
PacnpoCTpaHEHHbIX ¢dbopmaros (aitnios,
npuMensiembix B opucHoM [10 (Microsoft Office,
PDF, TXT u t.1.);

5.2.2.M0MCK M aHaJIM3 PEryJSPHBIX BBIPAKEHHUH
(KJIOYEBBIX CIIOB);

5.2.3. nuHrBucTHYECKHH (MOpdonoruuecKuil) aHanus.

5.3. ABromMaTHyeckoe WM pydHOe OOHOBIEHHE
KOMITOHEHTOB C caiTa MPOU3BOIATENS.

5.4. VYupasnenue JIOCTYTIOM K cpencTBam
KOHTEHTHOTO aHaJlu3a C HUCNOJIb30BAaHHEM pOJIEBOM
MO/JIEJIH.

6. TpeboBanus K (yHKIMOHATY CPEACTB MOHMTOPHHIA
H OTYETHOCTH

6.1. TlpoTtokommpoBaHHe NEHCTBHH IOJIb30BATECIICH U
aIMUHUCTPATOPOB CHCTEMBI.

6.2. Bo03MOXHOCTB, B pexxume on-line, oTceKUBaHUs
TEKyIIEHl CeCCHH MO0Jb30BaTelNs, OIpeAeICHH
cepBepa, uepe3 KOTOpBI YyCTAHOBJIEHA CECCH,
MOKTIOUEHHS K cepeepy " pa3bopa
[10JIL30BATEIBCKOH CECCUH.

6.3. Onpeznenenue reojiokaiuu Ha ocHose [P-agpeca
JOMEHa.

6.4. dopMHPOBAHHWE OTYETHOCTHU C (PYHKITHOHATIOM:

6.4.1.00BABIIEHUS TIOJIE30BATEIECKUX (HOBBIX) MOJIEH




Ne
n/n
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6.4.2.opMupoBaHKs 3alPOCOB C HCIHOJIB30BAHUEM
[epEKPECTHBIX 3alIPOCOB.

6.5. ®opMupoBaHHe OTYECTHOCTH € MPEJOCTABICHAEM
dyHKIHOHATA:

6.5.1.3amauus GUIBTPOB TO BCeM (JIIOOBIM) IOJISAM,
MOJUIEP)KUBAEMBIM ~ CPEICTBAMH  MOHMTOPHHTA
(GyHKIOHHPOBaHUS U (JOPMHUPOBAHHUS OTUETHOCTH;

6.5.2.hopMHpOBaHHUS 3AMPOCOB K 0a3e TAHHBIX;
6.5.3.3ananus Gpopmara OTUETOB.

6.6. OtnpaBKy OTUETOB I10 PACIIHCAHHIO H T10 3aMpocy
aJIMUHUCTPATOpOB CHCTEMBI.

6.7. OTKIOUEHHE MOHUTOPUHTA (PyHKIIMOHHPOBAHHS
1 (QOpMHPOBAHHS OTYETHOCTH JUIA KOHKPETHBIX
nons3oBateneit/[P-aapecos.

6.8. ABTOMATHYECKOE HJIH Ppy4HOEe OOHOBJICHHE
KOMIIOHEHTOR C caiTa IPOU3BOIUTENS.

6.9. YnpasieHue JIOCTYIIOM - K cpe/cTBaM
MOHHTOPHHTAa W OTYETHOCTH C WCIOJIb30BaHHEM
POJICBOH MOJIEJIH.

6.10. Ornpaska cratiucTHYeckoil HH(OpMALMK 10O
npotokoiy NetFlow Bepcuii 5, 9, 10.

6.11. CBa3p ¢ CYLIECTBYIOIIMM  OKpPYKEHHEM H
MHTETpanus

6.12. PasrpanuyeHne IOMHOMOYMH  JOCTyNa UL
pabotel ¢ CucreMoif M JoCTyna MoJjib30BaTe/ici B
cethb VHTepHeT JO/DKHO OBITH peanu3oBaHO HAa
poJieBOf  OCHOBE ¢  WCIONIL30BAHHEM TPy
cymecTByOIMX JoMeHOB Active Directory.

6.13. CucreMa  [O/DKHA  B3aMMOJICHCTBOBAThH  CO
CJIEYIOUIMMHU CMEKHBIMH CHCTEMAaMHU:

6.13.1. Cucrema Active Directory, B 4acTu
ayTenTHHKauus  Monp3oBaTeneidi B Active
Directory, ONpeaeIICHUE NPUHAVIEKHOCTH
noib3oBaTenel K rpynmnam Active Directory.

6.13.2. CucreMaMy aBTOPH3AIIMK T10JIb30BaTENIEH
Kerberos, NTLM, Single-sign-on B 4acTH
aBTOMATHYECKOH aBTOPH3ALIMHU MOJIb30BATEIICH.

6.13.3. Cucrema HJIeHTU(PUKALIUH
nons3zoparesieii Radius accounting, omnpezneneHue
[P-azipecoB monb30BaTelIei.

6.13.4. CucreMa CHHXPOHHM3allMH BpPEMCHHU, B
YaCTH B3aUMOAEHCTBHS C CUCTEMOM CHHXPOHHU3ALIHH
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BpEMEHH [JIOJIKHA TMOAOCPXKUBATL OIPEACICHHE
TOYHOTO BPEMEHH.

6.13.5. Cucrema nomennbix uMet (DNS), B uactu
B3aumojelicTeusa e cucteMoit DNS  jomxHO
noanepxkuBats omnpenenenue IP-aapeco  ysios
CETH MO0 UMEHH Yy3JIa.

6.13.6. CuctemMa MoHuTopuHra SNMP, B uactu
B3aUMOJIEHCTBHA ¢ cucTeMoi MoHuTopuHra SNMP
JIOJDKHO TIOJUIEPIKUBATE OIMOBEIeHHe W paloTy B
PEKMME  3apOCOB  COCTOSHUSI  CHCTEMbBI IO
nporokonam SNMP v2 u SNMP v3.

6.13.7. KopnoparuBuas noutosas cuctema (E-
mail), B vacTH B3aUMOJIEHCTBHS C KOPIOPATUBHOM
MOYTOBOH  CHCTEMOM  JIOJDKHO  TOAJEPKUBAThH
OTIIPaBKY no e-mail OIOBEILECHHH
aJ(MHHUCTpAaTOpaM © coOBITHSX B padoTe CpelacTB
KOHTPOJIs JI0CTyMAa B ceTh VIHTEepHET B QUIBTpanuy
tpaduka cetu MurepHer.

6.13.8. Cucrema cOopa M KOppessilul COObITUI
wHpopMaHoHHOH  Oe30macHOCTH, B YacTH
B3aMMO/JICHCTBHS C ccTeMaMu cOopa U KOppesaIiu
coOBITUI HHPOPMAIMOHHOH 0€30MaCHOCTH JOJIKHO
MPEeIOCTABIIATE MEXAHW3M 3KCIOPTa XKYpPHAILHBIX
co00ImEeHHH B peskuMe peasibHOro BpeMmenu. Gopmat
U JeTanuM3alis JIAHHBIX COOOILEHMH HOJIKHBI
HaCTpauBaThCs.

6.15.9 Cucremsl JIOTIOJTHUTEIILHOTO
KOHTEHTHOIO aHajaHu3a, B YacTH B3aUMOJCHCTBHS C
CHCTEMAMH  JIOTIOJIHUTEJIBHOTO  KOHTEHTHOIO
aHajM3a  JODKHO  TIPEJOCTABIIATE  MOIYJb
uHrerpanuu no mnporokony I[-CAP ¢ ykasaHHBIMH
CHCTEMaMH B YaCTH yCJIOBHH 10CTyI1a HA OCHOBAaHHH
pe3ynbTaToOB aHAJIM3a KOHTEHTA.

7. Tpeboranust K TOJIB30BATENLCKOMY HHTEPQEHCY

7.1. IlporpaMMHBIHA uHTEpPEic KOMIIOHEHTOB
CucTeMbl, BKJIIOUYAsl CPEACTBA YIIPABJICHHS, & TAKKe
dhopmbl OMOBELIEHUH M yBEJJOMJICHHH
a/IMUHICTPaTOpoB CHCTEMBI M NIOJIL30BATENICH CETH
WutepHeT JOMKEH MOJHOCTBIO  IOIEPKHUBATDH
PYCCKHIi S13BIK, HCIIONB3Ys KoaupoBky Texcra UTF-
8.

7.2. Hanwume web-untepdeiica s JocTyma K
KOMMOHeHTaM  y3na  ¢uiasTpauuu  MHTepHer-
TpaduKa,  BKIIOYAs ~ CPEACTBA  YIPABICHMA,
MOJHOCTRIO  TTOAEPKUBAOLIETO PYCCKHH  A3BIK,
ucnosb3ys komauposky Tekcra UTF-8.
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8. TpeboBaHus K HATHYHMIO OTUETOB

8.1. Cucrema nomkna obecrieunBaTh (OPMHPOBAHKE
OTYETHOCTH B TAOJMYHOM U rpa)u4ecKoM BHIE O
COBEPIIIAEMBIX TMOJIE30BATENIAME JEHCTBHSAX B CETH
HHTepHeT 3a pa3jii4yHble MEPHOIbl BPEMEHH.

9. JlonosiHuTeNbHbIE TpeOOBaHUS

9.1. AproMaTHyeckoe WM pydHOe OOHOBJIEHHE
MPOrpaMMHBIX KOMIIOHEHTOB c caiita
IIPOH3BOAUTES. :

9.2. VYmpaBneHue AOCTYIOM K CPEICTBAM KOHTPOJIS
JocTyna B ceTh MuTepHeT ¥ puibTpanuu Tpaduxa
ceth MHTepHET ¢ MCHOJIB30BAHHEM  POJIEBOH
MO/JIEJIH.

9.3. llpotoxonupoBaHue JIeCTBUI
AJIMUHHUCTPATOPOB CHCTEMEL

9.4. Obecnedyenue OTKa30yCTOHIMBOCTH
POrpaMMHO-aINapaTHbIX KOMIOHEHTOB CHCTEMBI.

9.5. lIlpenocraBnenue BO3MOKHOCTH
ABTOMATHYECKOI'O  pa3BEepPThIBAHUA  CEPBEPOB
¢unpTpanuy Tpaduka ¢ ucnonbzosadueM API.

10. TpeGorauus K MPOUCXOKIACHHIO

10.1. IlocTaBngemMoe pelieHHe BHeceHO B EnHMHBIR
peecTp POCCHUHCKUX MPOrpaMM JUlsl MEKTPOHHBIX
BBIUMC/IHTEIbHBIX MAIIMH U 0a3 JaHHBIX.

11. TpeboBanus K cepTUHHKALIH:

11.1. Cucrema  JlI0JDKHAa  HMEThb  JEHCTBYIOLUHMH
ceprudukar cootBerctBuss P@CTDOK Pocecun Ha
COOTBETCTBHE CJIEJIYIOLUM TPeOOBAHHUSM:

11.1.1. «TpeGoBaHHsT K MEXKCETEBBIM JKpaHam»
(OCTDOK  Poccun, 2016), «lIpoduis 3amuTH
MEIKCETEBBIX SKPAHOB THITA «A» YeTBepTOro Kjiacca
samuTely UT.MD.A4.T13 (PCTIK Poccuu, 2016),
«IIpoduib 3a1UThl MEKCETEBBIX IKPaHOB THNA «b»
uyeTseproro wiacca 3amutey  WMT.MD.b4.113
(OCTDIK  Poccuu, 2016), «Ilpopuns 3ammTh
MEJKCETEBBIX PKPaHOB TUIA «JI» 4eTBepToro Kjiacca
samuTey UT.MD.J14.113 (PCTIK Poccun, 2016);

11.1.2. «TpeboBanus K cucteMaM 0OHapyKeHHs
sropxkenuity (OCTIOK Poccun, 2011), «IIpoduns
3alIMThl CUCTEM OOHAPYKEHHs BTOPIKEHHH YPOBHSI
cetn yerBepToro kimacca sanmtey UT.COB.C4.113
(®CTIK Poccunu, 2012);

11.1.3: «Tpeboranus 1o . Oe3omacHoCcTH
uH(popMalluK, YCTaHABIMBAIOIIKE YPOBHH JI0BEPHS




(aiiIoBBIX CEPBEPOB, CEPBEPOB MacITada MPeANPUATHS,
TEpPMHHAILHBIX ceprepoB Windows

. IPOrpaMMHbBIE  CPEJCTBAa LEHTPATM30BAaHHOTO
yIIpaBJIeHHs], MOHHTOPUHIA U OOHOBIICHUS;

. obOHOBisieMble  0a3pl  JAHHBIX ~ CHTHATYp
BPCAOHOCHBIX MTPOrPaMM H aTakK;

. 9KCILIYATAIlMOHHYIO JOKYMEHTALMIO Ha PyCCKOM
SI3BIKE.

[Iporpammublii  MHTepdelic  BceX  aHTHBHPYCHBIX
CPEJICTB, BKIIKOYAs CPEJICTBA YIPaBJIEHHs, JODKEH ObITh
Ha PYCCKOM U aHIVIMHCKOM SI3BbIKE. ‘

Bce aHTHBHpYCHBIE CpEICTBA, BKIIOYas CpeiCTBa
yrnpasieHus,  JOKHBI  00namaTe  KOHTEKCTHOH
CIpPaBOYHOH CHCTEMOH Ha PYCCKOM H aHINIMACKOM
A3bIKE. :

TpeboBanus K MporpaMMHBIM CPEJICTBAM aHTHBHPY CHOH
3alUThl 11 pabounx ctaniuii Windows

CpeacTBa aHTHBHPYCHOH 3aIIUTHI JUTSt pAa00YMX CTaHIMH
Windows  JoJoKHBI  OBITE  CepTHOUUMPOBAHBI K
COOTBETCTBMH ¢  TpeOOBaHMAMM K  CpeICTBaM
auTUBUpycHO# 3ammTel — puka3 @PCTIK or 20 mapra
2012 r. Ne28 ynosinomouennsiM opranom (PCTOK), mo
tuny B u [ He HUXKe BTOPOro Kiiacca 3aliMThl.
[IporpaMMHBIe  Cpe/icTBa  AHTHBHPYCHOH  3aIllUTHI
JMO/UKHBI  (DYHKIIHOHHpOBaTb ~ Ha  KOMIIBIOTEpAX,
paboTaloMX  MOJ ~ YOPaBICHUEM  OIEpallMOHHON
CHCTEMBI JUIS pabounX CTAHLIMN CIeAYIOMUX BEPCHIL:

. Windows 7 Home / Professional / Enterprise (32
/ 64-pazpsanHas);

. Windows 8 Professional / Enterprise (32 / 64-
paspsiaHast);

. Windows 8.1 Professional / Enterprise (32 / 64-
pazpsiHas);

Ne : Koa
HaumenoBanue XapakTepuCcTHKH
n/n -BO
K CPEJICTBAM TEXHMYECKOM 3alluThl HHPOPMALUH U
cpelcTBaM obecrieyeHus Oe30macHOCTH
uHpopmanuoHHbIX TexHogorui» (PCTHOK Poccun,
2020). UeTBepThlil ypOBEHD JOBEPHS.
2 CpenctBo O6uue TpeboBanus 10
AHTHBHPYCHOM AHTHBHPYCHBIE CPEJICTBA JOKHEI BKITIOYATh:
3aIMThI . MpOrpaMMHBIC CPEICTBA AHTHBHUPYCHON 3alllMThI
UHpOpPMALMK Juist pabounx cranuuit Windows;
) . IpOTpaMMHBIE CPEJICTBA AHTHBHPYCHOMN 3alllUTEI
Juis pabo4yKXx cTaHlMi U cepepoB Linux;
. IPOrpaMMHbBIE CPEJ/ICTBA AaHTUBUPYCHOH 3aIIHUTHI
Jutst (aitioeix cepepoB Windows;
. NporpaMMHBIE CPECTBA AHTUBHUPYCHON 3alllUThI
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. Windows 10 Home / Pro / Education / Enterprise
(32 / 64-paspaanas) THI, TH2, RSI, RS2, RS3, RS54,
RS5, 19H1, 19H2, 20H1, 20H2 (¢ orpaHHYeHUSIMN).

[TporpamMmHbie CPeICTBa aHTHBHPYCHOM 3aLIATHI (Iaee
CAB3) nna paboumx cranmuii Windows J10DKHBI

obecrieunBaTh peanu3anuio CIIEAYIOLHNX
(YHKIMOHATBHBIX BO3ZMOXKHOCTEH:
. noanepxky ompeaencHuslx ponei jis CAB3 u

UX accolMaldd ¢ KOHKPETHBIMH aJMHHHMCTPATOPaME
0e30IaCHOCTH, aJMHHHUCTPATOpPaMH  CEPBEPOB  HIIH
10JIb30BATENISIMH;

. BO3MOYKHOCTh YIIOJTHOMOYEHHbBIM [10JIb30BATEIIM
(posisiM) yIIPABJIATh PEXUMOM BBITONHEHUS (yHKIMHA
6ezonacnocta CAB3;

. BO3MOXKHOCTB YIIOJTHOMOYEHHBIM N10J1b30BATEIIAM
(posisiM) yTIpaBiIsTh MapamMeTpaMu HaCTPOWKH (yHKLMHA
6ezonacnoctu CAB3;

. [IONydeHHe M  YCTaHOBKY OOHOBIEHMH B
ABTOMATH3UPOBAHHOM PEXKHME, B TOM YHCIIE C CETEBOTO
pecypca; \

. NONyYeHHE M YCTAHOBKY OOHOBIEHHH Oe3
IPUMEHEHHsI CPEJICTB aBTOMATH3allHH;

. reHepauMio 3aluCH  ayJuTa s COOBITHH.
MO/IBEPraeMblX ayIuTY;

. yreHre HH(POpMALMK U3 3alHCel ayIuTa;

. acCOIMAIIHUI0 cobpITHIl - ayauTa e
uaeHTH(uKaropamu cyObeKTOB;

. OrpaHWuYeHHe JOCTyHma K UTEHHIO 3arucei
ayJiuTa;

. [OHCK, COPTUPOBKY, YHOPSJOYEHHE JAHHBIX
ayauTa; -

. BBINOJIHCHHME TIPOBEPOK € LIEJIBIO OOHApYKEeHHs

3apaKeHHbIX  00bexToB B (allioBhIX  001acTAX
HocuTenedl wHbOpPMallMU, B OMEpPaTHMBHOW IIAMSTH, B
CHCTEMHBIX 007acTaX HoOCHTeNleH HHpOpMaLuH, b
(aiinax, B TOM YHCJIE HCIOJHACMBIX, YIaKOBAaHHBIX
pa3IMYHBIMH CPEJICTBAMH apXHBAIlHH,

. BBIMOJIHEHHE MPOBEPOK C LEJIBK 00OHApYKEHHs
3apaKEHHBIX 0OBEKTOB B PEKUME PEAIbHOI'O BPEMEHH B
daiinax, Moyy4eHHBIX O KaHajlaM Iiepeady TaHHbIX]

. BBIIIOJIHEHHE MPOBEPOK C LENBI0 0OHapyXKeHHs
3apayKeHHBIX 0OBEKTOB 110 KOMaH/IE,
. BBIITOJIHCHHE TTPOBEPOK € LENbI0 OOHapyKeHH

3apaXKEHHBIX OOBEKTOB B PEXKHMME JMHAMHUYECKOIO
oOHapyXeHMs B [pOIEcce BBIIOJHEHHs ONepalui
J0cTyna K o0beKTaMm;

. BBINIOJIHEHHE HPOBEPOK € LEJIbI0 OOHAPYKEHHUS
3apaKeHHbBIX 00BEKTOB CHUTHATYPHBIMH H
SBPHCTHYIECKIMH METO/IAMH;
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. yaanenue  (ecad  ylaJ€HHE  TEXHHYCCKH
BO3MOJKHO) BpPEIOHOCHOIO KOJa M3 ONEPaTHBHOH
namMsaTH, yaateHus (aiioB, B KOTOPHIX OOHapyXeH
BPEJIOHOCHBIH KOJI, a Taloke (paiyioB, ¢ NOA03PEHHEM Ha
HaJIM4YHE BPEIOHOCHOIO KOJIa;

. BO3MOJKHOCTE II€pEMEIIECHUS H H30JIHPOBaHUSA
3apayKeHHBIX 0OBEKTOB, YJIAJIEHHA BPEIOHOCHOTO KO/a
3 (aiiloB M CUCTeMHBIX O00nacTel HocuTesen

uHpOpMaLUH;

y BO3MOXKHOCTH OyokupoBaHuss APM, Ha KoTOpOoM
0GHApPYKCHDI 3apakeHHble (Dail/iby;

. BO3MO)KHOCTh BOCCTaHOBJIEHH
(YHKIMOHAJILHBIX CBOMCTB 3apakeHHBIX 00BEKTOB;

. oTOOpaKeHHe CUrHala TPEBOrH 00 oOHapyKEHHH
BPEJIOHOCHBIX 0OBEKTOB;

. BO3MOYXHOCTb HaCHTHDUKAIAH 31

ayTeHTU(HUKAIMH AJIMHUHUCTPATOPOB 0€30MaCHOCTH [0
BHINOJIHEHHUS (yHKIMH ©O€30MacHOCTH, CBA3AHHBIX C
yIpaplieHHeM 0e3011aCHOCTBIO

. BO3MOXKHOCTb ~ KOHTPOJISI JocTynma K  BeO-
pecypcam )
. BO3MOXHOCTh KOHTpoJsi 3a 3amyckoM [1O na

sauuiaeMom APM.

Kpome TOro, mporpaMMHBIE CPEICTBA AHTHBHPYCHOI
RamuThl s pabounx craHmuid  Windows  JIOJGKHED
obecreynBaTh peanu3anmio CJIE/TY oL X
(QyHKIHOHATBHBIX ~BO3MOXKHOCTEH, He Tpedylolux
cepruduxanmnio PCTIK:

. AHTHBMPYCHOE  CKAHHPOBAHUSA B PCIKUME
peaqbHOrO0 BPEMEHH M IO 3aIpocy W3 KOHTEKCTHOIO
MEHI0 00BEKTA;

o AHTHBHPYCHOE CKaHHPOBAHUE MO PACITMCAHHIO;

. AHTHBUPYCHOE CKaHMPOBAaHHWE MOJKII0YaEMBbIX
YCTPOMHCTB; )

. ABPUCTUYECKOrO aHAIU3aTopa, IO3BOJISIOLIETC

pacrno3HaBath H OJOKMpOBaTh paHEe HEH3BECTHBIC
BpEIOHOCHEIE TPOTPAMMEI;

. HEUTpaJiu3aLuu IeUCTBUH AKTUBHOTO
3apayKeHus;
. aHaJlh3a MOBEAECHUS TIPUIIOKEHHS "

MPOU3BOAUMBIX UM JICHCTBHI B CHCTEME IS BBISIBJICHHS
M ero BPENOHOCHOH aKTHBHOCTH M OOHapyKeHHs
HECAHKIIMOHUPOBAHHBIX ACHCTBHHA;

. ananu3a obpariienuii K oOIMM nankam 1 gaiinam
JUISL BBISIBJICHMS IIONBITOK IHM(POBaHUA 3aLlMLIAEMBIX
pPeCypcoB JOCTYITHBIX I10 CETH;

. OnoKMpOBKa AeHCTBUH BPEOHOCHBIX TMPOrpamMM,
KOTOPbIE HCMOJB3YIOT YA3BHMOCTH B IPOTPAMMHOM
obecrieyeHHH B TOM YHCJIE 3alUTa MaMATH CHCTEMHBIX
IIPOLIECCOB; ]




n/n

HaumenoBanue

XapakTepHCTHKH

Koa

. OTKAT AEHUCTBUH BPEIOHOCHOTO IMPOrpaMMHOrO
oOecrieuyeHHs TNpU  JIEYEHUWM, B  TOM  YHCIE,
BOCCTAHOBJIEHHE  3allH()POBaHHBIX, BPEJIOHOCHBIMH
nporpaMmamH, (paiios;

. OrpaHHYEHUs NPUBUIIETHH (3alUCh B peectp,
mocTym K (aitmaM, marnkaMm ¥ IpyTUM IIpoleccam,
oOpameHHe K IUTAHUPOBIUKY 3a/4ad, JOCTyH K
yCTpoHcTBaM, H3MEHEHHE NMPaB Ha OOBEKTHI U T.J.) JUIs
[IPOLIECCOB U MPUIOKEHHH, THHAMIYECKH 0OHOBIISIEMBIE
HaCTpanBaeMbIe CITUCKH TPHIIOKEHUH C ONpEIEIEHHEM
YPOBHSI JIOBEPHUS;

. 007ayHOH  3alMTBl  OT  HOBBIX  YIPO3,
TIO3BOJIAIONIEH TPHIOKEHHIO B PEXHUME PEaNbHOTO
BpeMeHH oOpalnarhes K pecypcaM MpOM3BOAUTENS, JJIs
IOJIY4EHHsl BEP/IMKTA [10 3aIlyCKaeMOH MporpaMme UM
aiiny; .

. AHTHBHPYCHOH NPOBEPKH W JieueHHs (aiiioB B
apxuBax cieaywomux popmatos: RAR, ARJ, ZIP, CAB,
LHA, JAR, ICE; '

. 3alIMThl JIEKTPOHHOH TMOUTHI OT BPEJIOHOCHBIX
IpOrpaMM C IPOBEPKOH BXOJALIEr0 M HMCXOMAALIETO
TpaduKa, epeaarerocs Mo cieay oM TPOTOKOIaM:
IMAP, SMTP, POP3, MAPI, NNTP;

. ()UIIBTPa MIOYTOBBIX BIIOKEHUH C BO3MOKHOCTBIO
NeperMEHOBAHNS WM yJaleHHs 3aJaHHBIX THIIOB
(aiinos;

. IIPOBEPKY CETEBOro Tpaduka, IOCTYNAIIETO Ha
KOMITBIOTEP 1OJIb30BaTesd 1o nporokonam HTTPS (SSL
3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B Tom
YHUCJIEC € TOMOLIBK 3BPUCTUYECKOTO aHaiuus3a, ¢
BO3MOJKHOCTEIO HACTPOWKHM JOBEPEHHBIX PECYPCOB H
paGoTOli B PeXHME GIOKMPOBKH HIIM CTATHCTHKH;

. 0J10KMpOBKY OaHHEPOB M BCIUIBIBAIOIIMX OKOH Ha
sarpysxaeMbeIx Web-cTpanunax;

. pacno3HaBaHus U OJOKHPOBKY (PUILHHIOBBIX ki
HeOe30macHbIX caliToB;

. BCTPOEHHOTO CETEBOTO DKpaHa, MO3BOJISIOMIETO
CO3/1aBaTh CETEBbIE MAKETHBIE TMPABHIIA M CETEBbIC
nmpaBuja  JUIi [OporpaMM, € BO3MOXKHOCTBIO
KaTeropH3aliy CeTeBbIX CETMEHTOB;

. 3alMTBl OT CETEBBIX aTaK € MCIOJIb30BaHHEM

MpaBUJI CETEBOIO KpaHa /I NPHJIOKEHHH M IOPTOB B
BBIYHCITHTEILHBIX CETAX JII000T0 THIIA;

. BO3MOYXHOCTL 3allUTBl OT CETEBBIX YIPO3,
KOTOpbIE HMCIOJB3YIOT ysa3BUMOcTH B ARP-nporokose
quts mognenk MAC-aapeca yCTpoHCTBa;

. KOHTPOJIb CETEBBIX MOAKIFOUEHHUH THUIIA CETEBOM
MOCT, C BO3MOHOCTbIO OJIOKMPOBKH OJHOBPEMEHHOH
YCTAHOBKH HECKOJIBKHX CETEBBIX IOIKIOYCHHIA;




n/n

HaunmenoBanue

XapakTepucTHKH

Ko -

. CO3/IaHKs CIHEIMATBHBIX TPAaBUII, 3allPELIAOIINX
WM Pa3pelIaloiuX YCTAHOBKY M/UIIM 3aIlyCK MIPOrpamMm
JUIA BCEX WIIM JUUIS OTIPEISNICHHEIX TPYIIT MOJIb30BaTENCH
(Active Directory WK JIOKaJIbHBIX
10JIb30BaTeNeH/Tpyni), KOMIIOHEHT JIOJDKEH
KOHTPOJIMPOBATH TPHI0KEHHUS KaK 110 Iy TH HAXO0XKICHHS
MPOTPAMMBI, METaJaHHBIM, CepTH(QUKATY WJIH €ro
OTIe4YaTKky, KOHTPOJBHOH CymMMe, TaKk M IO 3apaHee
3a/ITaHHbIM KaTeropusaM IPUIIOKEHUH,
NPE/IOCTABIAEMBIM  TIPOM3BOJIMTENIEM  TIPOTPAMMHOTO
ofecrieueHus, KOMIOHEHT JOJKeH padoTaTh B PEKUME
yepHOro Wik GEJIoro CIUCcKa, a TakikKe B pexume cbopa
CTATHCTHKH WJIN OJIOKHPOBKH;

. KOHTpOJIsi paboThl MOJIB30BATENS ¢ BHELIHHMH
ycTpoiicTBaMH BBO/Ia/BbIBO/IA [10 THITY YCTPOMCTBA M/1lHU
HCIIOJIb3YEMOH  IIHHEe, C BO3MOXKHOCTBIO CO3JaHHSA
CIIUCKA JIOBEPEHHBIX YCTPOHUCTB 1O UX HAECHTH(PUKATOPY
U BO3MOMKHOCTBIO IPEIOCTABIEHUS NPUBUIIETHH JUIs
HCIIOL30BAHMS BHEITHUX YCTPOWCTB OINpEIeIEHHBIM
nosib3oBareliam u3 Active Directory;

. BO3MOKHOCTB yrpasienus MTP ycrpoiicteamu u
HACTPOWKH MPaBHJI JIOCTYIIA K YCTPOHCTBAM 3TOT0 THIIA
JUIsT BCeX MM Jul TPymm Tonb3oBartenedt (Active
Directory WM JIOKaJbHBIX I10Jb30BaTENEH/TPyI), B
paMKax KOHTPOJIS YCTPOHCTB;

. 3aACH B OKYpHal1 COOBITHH O 3aluCH W/WIK
yaaneHud (aitioB Ha CbeMHBIX JJUCKaAX;
. KOHTpOJs paboTel TOJIB30BATENS €  CETBHIO

HurepHer, B ToM 4ucie 100aBIeHUs, PEAAKTHPOBAHUS
KaTeropuid,  BKJIIOUEHHME  SBHOIO  3ampeTa  WIH
paspeleHnst JOCTyma K pecypcaM  OMpeelIeHHOTO
COJIEPIKaHUs, KATETOPUM CO3JIAHHOH M JHHAMHUYCCKH
OOHOBJISIEMOM  [IPOM3BOJMTENEM, a TaKKe THIA
ur(opmanuu (ayuo, BUIEO H JIp.), 03BOJATH BBOAUTH
BPEMEHHBIE MHTEPBAJIBI KOHTPOIIS, a TAKXKE Ha3zHa4yaTb
€ro TOJILKO OIpPE/IE/ICHHBIM I0JIb30BaTelAM M3 Active

Directory; .
. 3amMThl OT aTak THa BadUSB;
. 3allyCK CIIEIHaIbHOM 3a/auu 11 0OHApy KEeHHU

ySI3BUMOCTEH B TPHJIOKEHHAX, YCTAHOBJIEHHBIX Ha
KOMIIBIOTEPE, C BO3MOXKHOCTBIO IIPEAOCTABICHUS OTHYETA
110 0OHAPY>KEHHBIM YSA3BUMOCTSIM.

. 3aIUTHI OT YIAJIEHHOTO HECAHKITMOHHPOBAHHOTO
yIPaBJIEHHS] CEPBUCOM MPUIIOKEHHs, a TAKKC 3allUTa
JOCTyIa K m[apamMerpaM TPHJIOKEHHA C IOMOIIBIO
apois;

. YCTAHOBKH TOJIBKO BBIOPAHHBIX KOMIIOHEHTOB
NPOrpaMMHOT0 CPe/ICTBA AHTUBUPYCHOM 3allMThI;




n/n

HaumeHnoBaHue

XapakTepHCTHKH

Koa

» LICHTPaJIM30BaHHOEC YIpaBJICHUE BCEMH
BbIlI€YKa3aHHLIMHA KOMIIOHEHTaMH C ITOMOLIbIO €IMHOM
CHCTEMBI YIIpaBJICHHUA,

. 3aIyCcK 3a/1a4 10 PacliuCcaHUI0 U/HIIA Cpa3y rmocie
3aIycKa MPUI0KEHHS;
. ruOKOe YIpaBICHHE HCIOJIb30BAHMEM PECypCoB

KoMIIBIoTepa Ui obecrieyeHuss KoMGOpTHOH paboThI
nojb30Barelied  TMpH |, BBIIOJHEHMH  CKaHHPOBAHHS
(haiiioBOro NpocTpPaHcTBa,;

. YCKOpEHHEe Tpoliecca CKaHHPOBaHHS 3a CUeET
Mpomnycka 00BEKTOB, COCTOSHHE KOTOPHIX CO BPEMCHM
IPOIIJIOH MPOBEPKH HE H3MEHUIIOCH;

. BO3MOYKHOCTh TIPOBEPKH IIETOCTHOCTH
aHTHBUPYCHOH NpOrpaMMbl;
. BO3MOXKHOCTh J10OABJICHUS HCKIKOYEHHH U3

AHTHBHPYCHOM TIPOBEPKH 110 KOHTPOIBHOH cyMme dhaii,
Macke MMEHH/JIUPEKTOPHH WM N0 Hanmuuuio y (aina
JIOBEpEHHOH IIU(PPOBOM MOINKUCH;

. HalMyie Yy  aHTHBHpyca  3allHINEeHHOTO
XpaHWIHIIA I YAAJCHHBIX 3apaKEHHbIX (ailoB, C
BO3MOYKHOCTBIO HX BOCCTAHOBJICHHS,

. HAJTMYHE 3a0IMINEHHOTO XPaHIIIHIIA 711 OTUETOB
0 paboTe aHTHBHpYCA;
. BO3MOJKHOCTL BKJIIOYEHHS H  BBIK/IIOUCHHS

rpaguueckoro uHTepdelica aHTHBUpyCa, a TaKKe
HaJlMuMe  YIpPOLIEHHOH  BepcHH  rpaduyecKoro
unTepdeiica, ¢ MUHEMATLHBIM HAOOPOM BO3MOJKHOCTEH;

. Bo3MoskHOCTh MHTerpamnu ¢ Windows Defender
Security Center;

. HalMuue nojiepxku Antimalware Scan Interface
(AMSI);

. Hanmuue nopaepxkkun Windows Subsystem for
Linux (WSL);

. BO3MOJKHOCTh .| 3AIIUTHUTh napojeM
BOCCTAHOBJIEHHE 00BEKTOB U3 PE3EPBHOIO XPaHMIIMLIA.

. HOJIHOJMCKOBOE  INHU(POBAHUE C CO3JAHHUEM

CIENHANILHOTO 3arpy304HOTO areHTa M IOJUIEPXKKOH
texHosoruu Single Sign On, nogaep:xkka UEFI-cuctem;
. BOCCTAHOBJIEHHUS 3alI(poBaHHOIO
COJIEP’KMMOTO B cllydae cO0eB 3arpy30YHOTO areHTa Wil
daiinor OC, noanepxka UEFI-cuctem;

. nojJepiKKa JBYX(aKTOpHOH ayTeHTH(hHKALHH
IIPH [TOJTHOINCKOBOM IIH(POBAHIH;

. muposanue (PailioB ¢ BO3MOXKHOCTBIO THOKOTO
yKazaHHs mdpyemoro KOHTEHTa (mo
MECTOIIOIOKEHHIO, TI0 PACIIHPEHHIO, 110 CO3/A0IIEMY
(aiis NPUITOKEHHUIO);

. HaJM4YMe MEXaHH3MOB OI'pPaHHYEHHUS JOCTYIA K
samupoBaHHBIM  (aiiaM €O CTOPOHBI BBEIOPAHHBIX
NPUIOKEHHH, @  TaKKe  HaJM4de  TEXHOJIOIUH,




n/m

Haumenosanne

XapakTepHCTHKH

Koa

no3Bonsiomei pacundpoBbIBaTh (Baiibl 3a NpeaeaamMu
OpraHM3aIMK ¢ IOMOLIBIO [1aPOJIS; ‘

. mudpoBaHHe JaHHBIX HA CheMHBIX HOCHTENAX C
BO3MOXXHOCTBIO 3a1aHHsI pexuMa padoThl,
T03BOJIAIOLIErO MHPPOBATh U paciu(poBbIBaTh (Haiiibl
3a MpeJIeslaMi CeTH OpraHu3allii;

. BO3MOYKHOCTB thopMupoBaHUS madioHa
MOBE/ICHUS TTPOrpaMM U OJIOKUPOBKH UX JEHCTBUM, MPH
OTKJIOHEHMHM OT IabioHa moBeAcHUS (aJanTHBHBIH
KOHTPOJIb aHOMAJTHH).

TpeGoBaHust K MPOrpaMMHBIM CPEACTBAM aHTHBUPYCHOK
3alIuThl Ui cepeepoB Windows

Cpencrsa  aHTHBHPYCHON 3aluThl  JUIs  (pailIoBEIX
cepBepoB Windows J0/KHBI OBITh CEPTH(HUIMPOBAHDI B
COOTBETCTBHH ¢  TpeDoBaHMSAMHM K  CpEICTBAM
aHTUBUPYCHOM 3amuTel — mpukaz @CTOK or 20 mapra
2012 r. Ne28 ynonnomovenusim opranom (PCTDIK), no
TUny b He HIDKE BTOPOro Kilacca 3alldThL.
[IporpaMMHBIE ~ CpeJICTBA  AHTHBHPYCHOH  3allHTHI
JIOJKHBI  (DYHKIIHOHHpOBaTh ~ Ha  KOMIIbIOTEpAX,
paboTalomux ~ [OA  YNPaBICHHEM  OICPALHOHHOM
cucTeMbl JUTA (haifIoBBIX CEPBEPOR CIEAYIOINX BEPCHIA:
. Windows Small Business Server 2011 Essentials
/ Standard (64-pa3psanas);

. Windows MultiPoint  Server 2011  (64-
paspsiiHas);

. Windows Server 2008 Standard / Enterprise
Service Pack 2 (64-paspsanas); '

. Windows Server 2008 R2 Foundation / Standard
/ Enterprise Service Pack 1 (64-pa3psanas);

. Windows Server 2012 Foundation / Essentials /
Standard (64-pa3psHas);
. Windows Server 2012 R2 Foundation / Essentials

/ Standard (64-pa3psiaHast);

. Windows Server 2016 (64-paspsgnas) (¢
OrpaHUYEHUSIMH);

. Windows Server 2019 (64-pazpsgnas) (c
OrpaHUUuEHUSIMH).

[IporpaMMHble CpeJIcTBA AHTHUBHPYCHOM 3alUMThl JUIA
¢aiinossix cepeepoB Windows J0/kHBI 00eCreunBaTh

peann3aluio CIIeYHOIIUX " pyHKIMOHAIBHBIX
BO3MOXKHOCTEH:
. TOAEPKKY orpeneneHHsIx poneit ans CAB3 u

UX accolHallid ¢ KOHKPETHBIMH aJMHHHCTPATOPaMH
0€e30MacHOCTH U a/IMUHUCTPATOPaMH CEPBEPOB;

. BO3MOMXHOCTB YITOTHOMOYEHHBIM IT0JIL30BATEIISAM
(possM) yNpaB/isTh PEXHAMOM BBINOJHEHHS (yHKLHHA
6ezonacHoctu CAB3;




n/n

HaunmenoBanue

XapakTepuMCcTHKH

Koa

. BO3MOJKHOCTb YTIOJIHOMOUYEHHBIM I10JIb30BATEIIAM
(poJisiM) yNpaBisTh HapaMeTpaMH HaCTPOHKH (pyHKUuMH
oezomnacuoct CAB3;

. MOJIyYeHHE K YCTAHOBKY OOHOBIEHWH B
ABTOMATH3UPOBAHHOM PEKHME, B TOM YHCJIE C CETEBOIO
pecypcea;

. MOJlydeHHe W YCTaHOBKY OOHOBJIEHWH 0e3
NPUMEHEHUS CPE/ICTB ABTOMATH3AIINH,

. rCHEpalMIO 3alUCH  ayauTa s  COOBITHH,
MOJIBEPraeMBbIX ayIHuTY;

. 4yTeHHEe UHPOPMALIMM U3 3aNKUCEH ayIuTa;

. ACCOLMALIMI0  COOBITHIA ayuTa c
HAeHTU()HUKATOPaMH CYOBEKTOB;

. OrpaHHyYeHUE JOCTYNAa K YTEHHIO 3allucei
ayauTa;

. MOWUCK, COPTHPOBKY, YIOPAIOYEHHE JaHHBIX
ayJIuTa;

. BBIIIOJIHCHHE MPOBEPOK € LEJBI0 OOHAPYIKEHHS

3apaKeHHBIX  00BekToB B (haiimoBeIX — oOmacTsax
HocHuTeleH WHQOpPMal|MH, B OIECPATHBHOM IaMATH, B
CHCTEMHBIX 00acTaX HocuTeseidl MHpoOpMaluH, B
(aiinax, B TOM YHCJIE HCIIOJHAEMBIX, YNAKOBAHHEIX
pa3InYHBIMU CPeICTBAMH apXHUBAIIMH;

. BBINIOJIHEHHE IPOBEPOK C 1€/ OOHAPYIKEHHUS
3apaKeHHBIX 0OHLEKTOB B PEXUME PEATLHOTO BPEMEHH B
(paiinax, NoJTyYEHHBIX 10 KaHaJlaM NEPeIadu JaHHbBIX;

. BBITIOJIHEHHE IPOBEPOK € LEJIbK 00HAPYIKEHHUH
3apakeHHBIX 00BEKTOB 110 KOMaH/IE;
. BBIMOJIHEHHE TPOBEPOK C LIEIbI0 OOHaApYKEHHs

3apaKeHHbIX OOBEKTOB B pEXHME ITHHAMHYECKOI'O
obHapy>keHMss B TIpollecce BBIOJHEHHS OIlepalHi
JIOCTyma K 00beKTaM;

. BBIIIOJIHEHHE IIPOBEPOK C LENbI0 ODHapy)KeHHs
3apaXeHHBIX 00LEKTOB CHUTHATY pPHBIMH H
ABPHUCTHYECKUMH METO/IAMH; )

o yIaneHue (eciu yaaleHue TeXHUYECKHU

BO3MOXKHO) BpEJIOHOCHOTO KOJAa W3 OIepaTHBHOM
MaMsATH, yaaueHus (aiioB, B KOTOPBIX OOHapyikeH
BPEIOHOCHBIN KOJI, & TaKkKe (paioB, ¢ IOJO3PEHHEM Ha
HaJTMYHE BPEIOHOCHOTO KOJa;

. BO3MOJKHOCTh TEpPEMELICHHS] U H30JMPOBaHHs
3apayKEHHBIX OOBEKTOB, y/JaJleHUs BPEIOHOCHOTO KOJa
u3  (ailoB W CHCTEeMHBIX oblacTeli HocuTeleH
uH(pOpMaLIH;

. BO3MOKHOCTh Onokuposanus APM, Ha koTopom
oOHapy KeHsbl 3apaxkeHHbIe (aiiIb;

. BO3MOKHOCTb BOCCTAHOBJIEHHA
(yHKIHMOHAIBHBIX CBOWCTB 3apaKeHHBIX 00BEKTOB;

. oToOpaskeHHe CHIHANIA TPEBOTH 00 00HapyKEHUH
BPE/IOHOCHBIX OOBEKTOB;




HaumeHoBaHHe

XapakTepHCTHKH

Koa

. BO3MOYKHOCTh HIeHTH()UKAIMHA |
ayTeHTH(UKAIME aJIMUHHCTPATOPOB OE30MacHOCTH [0
BBITIOJIHEHUS (DYHKIHH 0€301MacHOCTH, CBA3aHHBIX C
ympasjieHHeM 0e301acHOCThIO

. BO3MOXKHOCTh KOHTposs 3a 3amyckoMm IIO na
3aIAIIaeMOM CepBepe.

Kpome TOro, MporpaMMHLIE CPEACTBA AHTHBUPYCHOM
samuThl JUis (aitnoBeix cepBepoB Windows IDOJDKHBI

obecneunBaTh peau3anuIo CJIeIyIOIIUX
(YHKIMOHAIBHBIX  BO3MOXKHOCTEH, He Tpedyrommux
ceprudpukauuto PCTOK:

. AHTHBUPYCHOE  CKAaHMPOBAHHE B  PEKHME

peabHOTO BPEMEHH M 110 3ampocy M3 KOHTEKCTHOIO
MEHIO 00BeKTa;

. AHTHBHUPYCHOE CKAHHPOBAHHE 110 PaciCaHUIO;
. AHTHBHPYCHOE CKAHMPOBaHHE MOAKIIOYAEMBIX
YCTPOMCTB; .

. 9BPUCTUYECKOIO AaHAJIM3ATOPa, MO3BOJAIOLICTO

pacnosHaBaTte H 6HOKHpOBﬂTb paHee HEU3BECTHLIC
BPEAOHOCHBIE ITPOTPaAMMbI;

° HEHTpalu3aluu neicTBHH aKTHBHOTIO
3apaKeHus;
. aHajliuza MOBEJICHHS NIPUIIOKEHHUS H

IIPOM3BOIUMbBIX UM JICHCTBUH B CHCTEME /IS BBISABIICHHS
W €ro BPEJIOHOCHOW aKTUBHOCTH M ODHapyXeHHd
HECAHKIIMOHHPOBAHHBIX ACHCTBHH;

. ananu3a odpaleHui K o0LmM nankam u dakaam
JUIS BBISABJIEHHS TOMBITOK IIM(POBAaHUS 3aIlMINAEMbIX
PECYPCOB JIOCTYIHBIX O CETH,

. OIOKUPOBKA JNEHCTBUHH BPEIOHOCHBIX MPOTPaMM,
KOTOpBIE HCITOJIB3YIOT YSI3BUMOCTH B IPOrpaMMHOM
oOecrieyeHMH B TOM YMCJIE 3all[MTa MaMATH CHCTEMHBIX
NPOLECCOB;

. OTKAT JeHCTBHH BpPEJOHOCHOTO IIPOTPaMMHOIG
obOecrieyeHuss TpPU  JIEYEHHMH, B  TOM  YHCIE,
BOCCTAHOBJICHHE  3alIM(POBAHHBIX, BPEIOHOCHBIMH
TmporpamMMamH, (aiios;

. OrpaHHuYeHHWs] NPUBUIIETHH (3amMCh B peectp,
jJoctyn K (ailnam, nankam M JIpyrHM IIpoleccam,
obpamieHHe K TUIAHUPOBINMKY 3aja4, JOCTyHn K
YCTpOICTBaM, U3MEHEHHE TPaB Ha 0OBEKThI U T.J.) AJIS
IPOLECCOB M MPUIIOKECHUH, THHAMHYECKH OOHOBIISIEMbIC
HacTpauBaeMble CIHCKH TPHIIOKEHUH C OIMpeIeiCHHEM
YPOBHSI IOBEPHS;

. obmauyHoOM  3alMTBl  OT  HOBBIX  YIPO3,
M03BONSIONIAS TPHIOKEHHIO B DEKHME pEabHOTO
BpeMeHH 0o0Opalnarsesi K pecypcaM Mpou3BOAUTENs, AT
NOJIy4eHHs BEepAMKTa 110 3allyCKaeMOH IIporpamme Wiln

aiimy;
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Haumenosanue

XapakTepucTHKH

Kea

. AHTHBMPYCHOM MPOBEPKH M JiedeHHs (ailyioB B
apxuBax ¢opmaroB RAR, ARJ, ZIP, CAB, LHA, JAR,
ICE;

. BCTPOEHHOIO CETEBOI0 HKpaHa, IMO3BOJIAIOIIETO
CO3/laBaTh CeTeBhIe IMAKETHLIE IIpaBHJIa U CETEBHIC
mpaBWia  AIS  [POrpaMM, € BO3MOXKHOCTBIO
KaTeropH3alliy CeTeBLIX CETMEHTOB;

. CO3JIaHMsl CNEHATIBHBIX MPaBHII, 3alpeLalonX
WJIM pa3peliariuX YCTaHOBKY H/HIIH 3almycK IporpaMm
JUIS  BCEX MJH Ke JUIS  OIpPEAENIEHHBIX TPy
noapsosaresieil  (Active Directory MM JIOKaJbHBIX
[0JIb30BaTENEH/Tpy i), KOMIIOHEHT JIOJDKEH
KOHTPOJMPOBATH IPUIIOKEHHUS KaK 10 Ty TH HAX O ICHHS
MpOrpamMMbl, METAIaHHBIM, CEpPTH(HKATY WIH €ro
OTIEYaTKy, KOHTPOJIbHOH CyMMe, TaKk M IIO0 3apaHee
3aaHHbIM KaTeropusaM TIPHIOKEHUH,
MPENOCTABISIEMbIM  [IPOM3BOAMUTENEM MPOrPAMMHOIO
obecrieueHus, KOMIOHEHT JODKEH paboTaTh B PEXKHUME
YepHOTo WK 0eJIOro CIHCKA, a TAKXKe B pexume cdopa
CTATHCTUKH WIIH OJIOKMPOBKH;

. 3aMyCK CIEIHanbHOM 3a1aun /Ui 0OHapyKeH s
ySI3BUMOCTEW B TIPUIOKEHHSIX, YCTAHOBIEHHBIX Ha
KOMIIBIOTEPE, C BO3MOXHOCTBIO MPEAOCTABJIEHUS OTUETa
110 0OHAPYKEHHBIM YA3BUMOCTSM.

. 3al[ATEI OT YJAJIEHHOTO HECAHKIIMOHUPOBAHHOTO
YIIPABJIEHHS] CEPBHCOM MNPHJIOKEHHs, a TaKkKe 3aiura
JOCTYIa K [apaMeTpaM MPHIOKEHHS C IIOMOIIbIO
TapoJis, TO3BoJIsFoIas 130eKaTh OTKIIFOUEHHS 3alUThI
co CTOPOHBI BPE/IOHOCHBIX MPOTpaMM,
370YMBIIUIEHHUKOB ~ WJIH  HEKBaJH(UIMPOBAHHBIX
TIOJTb30BATENEH;

. YCTAHOBKH TOJBKO BbIOPAHHBIX KOMIIOHEHTOB
IIPOrPaMMHOIO CpPe/ICTBA AaHTUBHPYCHOM 3alllUThI;
. LEHTPATHU30BAHHOE yTpaBlicHHE BCEMH

BBIIIIEYKA3aHHBIMH KOMIIOHEHTAMH € NOMOLIBIO €IHHOM
CHCTEMBI YIIPaBJICHHS;

. 3aIyCK 3a/1aq 10 pacIIUCaHHUI0 W/WIIK cpasy Tmocie
3arpy3KH ONepaliOHHONW CHCTEMBI,
. ruOKoe yIpaBJIeHHE HMCIIOIb30BAHHEM PECYPCOB

KOMIIBIOTEpa JuUls obecriedueHHss KOMGOPTHOH paboThI
NoJb30BaTeliell  MPH  ° BLIMOJHEHHH  CKaHUPOBAHHSA
¢aitoBoro npocTpaHcTBa;

. YCKOpPEHHE Tpollecca CKaHHPOBAHWS 3a CUeT
[pONycKa 0OBEKTOB, COCTOSIHHE KOTOPBIX CO BPEMCHH
MPOIILJION IPOBEPKH HE U3MECHHUIIOCH;

. BO3MOXKHOCTE MIPOBEPKH LEJIOCTHOCTH
AHTHUBHUPYCHOH MPOrpaMMBI;
. BO3MOKHOCTh  J00ABI€HHMS UCKIIIOUEHHH W3

AHTHUBMPYCHOIT IIPOBEPKH 110 KOHTPOIILHOH cymme daii,
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Koua -

MacKe MMEHH/ITUPEKTOPHH WIIH 10 HAIHYHIO y aiina
NI0BEpPEeHHOM 1M(POBOH TONHCH;

. HalHYHE y  aHTHUBHpyca  3aIUIIEHHOTO
XpaHWIMIIA JUIs YIaJT€HHBIX 3apakeHHbIX (ailnos, ¢
BO3MOYKHOCTBIO MX BOCCTAHOBJICHHUS;

. HATMYHE 3alHIIEHHOT0 XpaHWIHIIA JUIS OTUYETOB
0 paboTe aHTHBHpYCa;
. BO3MOKHOCTb ~ BKJIIOYEHHS W BBIKJIHOYECHHS

rpagHUecKoro HHTepdpeHca aHTHBHUpYCa, a TaKKe
HaJIM4Me  YNpPOIIEHHOW  BepcWH  rpauyuecKkoro
uHTepdeiica, ¢ MUHMMAILHBIM HAOOPOM BO3MOXKHOCTEH;

. BO3MOKHOCTH HHTerpauuu ¢ Windows Defender
Security Center;

. HayMuKe nojuiepkku Antimalware Scan Interface
(AMSI);

. namune mommepxkku Windows Subsystem for
Linux (WSL);

. BO3MOYKHOCTB 3alIMTHTh rapoJieM

BOCCTAHOBJICHHE 0OBEKTOB M3 PE3EPBHOI0 XPaHUIIHIIA.
TpeGoraHus K MPOrPaMMHBIM CPEICTBAM aHTHBHPY CHOM
3aIUTHI /151 pad0YMX CTAHIMH K cepiaepOB Linux
CpeacTBa aHTHBHPYCHOM 3alUTEI T paboYnX CTaHIMK
Linux J0KHBI ObITH CEPTH(UIIMPOBAHBI B COOTBETCTBUH
¢ TpeOOBaHHUSMH K CPE/ICTBAM aHTHBHMPYCHOM 3aIIUTHI —
npukaz OCTDOK or 20 wmapra 2012 1. Ne2B
ynojaHomoueHHbIM opranoM (®@CTOIK), no tuny b, B u
I" He HMIKE BTOPOTO KJlacca 3allUThL.

[IporpaMMHBIE CpeJICTBA AHTHBUPYCHOH 3aIIMTHI JUIS
pabounx craHumii Linux JO/KHBI (yHKIMOHMPOBATH Ha
KOMIIbIOTEPAX,  padoTalolMX I[OJ  YIpaBIECHUEM
CHeAyIOmMX  32-OMTHBIX ~ ONEPAIMOHHBIX  CHCTEM
CIIEYIOLIUX BEPCH:

. Ubuntu 16.04 LTS u BeIIE; .
. Red Hat Enterprise Linux 6.7 u BbIIlIE;
. CentOS 6.7 u BoIlIE;

. Debian GNU / Linux 9.4 u BbIIE;
. Debian GNU / Linux 10.1 u BrIIIE;

. Linux Mint 18.2 u BbIlLIE;

. Linux Mint 19 u BbIllE;

. AnsT 8 CIT Pabouas CraHius;
. Anpt 8 CII Cepgep;

. AnsT Pabouas Crannus 8;

. AnpsT Padouas Craauus K 8;
. AnsT Cepgep 8;

. Anpt Obpa3zopanue 8;

. Anpst Cepgep 9;

. AneT Pabouas Cranmus 9;

. Anpt ObpazoBanue 9;

. ["ocnuHyKC 6.6,
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. Onepanmonnas cucteMa Jlotoc (peaaxuust s
cepBepoB U pabouuX CTAHLUMH);

. Mageia 4.

[TporpammHble CPeACTBA AHTHBHUPYCHOH 3ALIMTHI JUs
pabouux cranuii Linux 1omKHEl GYyHKIHOHMPOBATH Ha
KOMIIBIOTEpax, paboTaromux I0J yIpaBieHHeM 64-
OUTHBIX OTIEPAIIMOHHEIX CHCTEM CIIEIYIOIINX BEPCHIA:

. Ubuntu 16.04 LTS u BeI1IIC;

. Ubuntu 18.04 LTS u BeIe;

. Red Hat Enterprise Linux 6.7 u BbIIIE;

. Red Hat Enterprise Linux 7.2 u BbILLE;

. Red Hat Enterprise Linux 8.0 u BeIIeE;

J CentOS 6.7 u BoIIIE,

. CentOS 7.2 u BhIIIE;

. CentOS 8.0 u BoIIE; .

. Debian GNU / Linux 9.4 u BoIIIe;

. Debian GNU / Linux 10.1 u BeIie;

. Oracle Linux 6,7 u BblIE;

. Oracle Linux 7,3 u BHIIIE;

o Oracle Linux 8 u BbILIE;

. SUSE Linux Enterprise Server 15 u Bolie;
. openSUSE Leap 15 u BoIlIe;

. Anpt 8 CIT Pabouas CraHius;

. Anpt 8 CII Cepsep;

. AneT Pabouas Cranmug 8;

. AunpbT Padouas Cranmus K 8;

. Aunpt Cepsep 8;

. Anet Obpa3oBanue §;

. AnbT Pabouas Cranuus 9;

. Anbt CepBep 9; |

. Anst ObpazoBanue 9;

. Amazon Linux AMI;

. Linux Mint 18.2 u BEIIIE;

. Linux Mint 19 u BeIIIIE;

. Astra Linux Astra Linux Common Edition;
. Astra Linux Special Edition (ucnonnenue
PVCE.10015-01);

. I'ocnunykc 6.6;

. locnunyke 7.2;

. AlterOS 7.5;

o Pardus OS 19.1;

. RED OS 7.1;

. RED OS 7.2.

[IporpamMmHbIe cpenCTBE-l AHTHBHPYCHOH 3allMTBI IS
paboumx craHumii H cepBepoB Linux JIOJDKHB!

obecrneuynBaTh peanu3anuio CIIe Y FOLIX
(YHKIMOHATBHBIX BO3MOMKHOCTCH:
. BO3MOKHOCTb YIIOJIHOMOUYEHHBIM M10/1b30BATCIIAM

(pornsM) yIpaByisiTh PXKHMOM BBITIONTHEHHS (Y HKIIHI
. oeszonacHoctd CAB3;




Kon

i HanmenoBanue XapakTepHCTHKH _BO
. BO3MOXHOCTB YIIOJJHOMOYEHHBIM IT0JIE30BaTENISIM
(poJIsIM) YIIPABIIATEH MapaMeTpaMy HaCTPOHKH (yHKIMIT
o 6ezonacHocTH CAB3;

. NOJy4YeHHE W  YCTaHOBKY OOHOBJEHHMH B
ABTOMATU3MPOBAHHOM PEIKUME, B TOM YUCJIE C CETEBOTO
pecypca;

. MOJIyYEeHHE W YCTAaHOBKY OOHOBIeHWH 0Oe3
IPUMEHEHHUS CPEJICTB AaBTOMATHU3ALIMH;

. reHepal{io 3aluMcd  ayJudra Juid  COOBITHI,
IMoaBEpracMeIx ayJuTy,

. yTeHHe HH(POPMALUM U3 3aTIUCEN Ay IUTa;

. acCOLMALUI0 coOBITHIH ayuTa C
HJIeHTH(HKATOpaMu CyOhEKTOB;

. OrpaHHYeHHe JOCTyna K UTEHHI 3alMcel
ayauTa;

. IIOMCK, COPTHPOBKY, YIOpSJAO4YeHHe TaHHBIX
ayuTa;

. BBLIIIOJIHEHHE IMPOBEPOK C LEJIbI0 00HapYIKEHUs

3apaKeHHbIX  00bekTOoB B (palimoBBIX  00macTiIX
HOcHTeJeH WH(pOpMaLUKU, B ONCPATUBHOH MaMATH, B
CHUCTEMHBIX o0Onactsax Hocutenedl wuHdopmanuu, B
¢aitax, B TOM YHCIIe HCTIOIHSIEMBIX, YTaKOBaHHBIX
pa3IMYHBIMHU CPEJCTBAaMH apXHUBALlUH;

. BBIIOJIHEHHE IPOBEPOK C IENIBI0 OOHAPYIKEHMUS
3apa)KeHHEIX 00LEKTOB B PEXKHUME PEaIbHOTO BPEMEHH B
(aityax, MoJiyueHHBIX IO KaHAJIaM Mepelayy JaHHbIX;

. BBIIOJIHEHHE IIPOBEPOK C IENBI0 OOHAPYKEHHS
3apaKCHHBIX 0OBEKTOB 110 KOMaH/IE;
. BBITIOJTHEHHE MPOBEPOK C HENbI0 0OHapyKEeHHs

3apaXEHHbIX OOBEKTOB B pEXKHME JIHHAMHYECKOrO
oOHapyXeHWss B TNpoliecce BBINOJIHEHHs Onepanni
JIOCTYTIA K 00BEKTaM;

. BBINIOJIHEHHE POBEPOK C LEIbI0 OOHAPY:KEHHs
3apa’keHHBIX 00BEKTOB CHUTHATyPHBIMHU H
IBPUCTHYECKUMH METOJAMH;

. yaaiedue  (eclnM  YJAJIEHHE  TEXHUYECKH
BO3MOXHO) BpEJIOHOCHOTO KOJa W3 OlepaTHMBHOMH
namsTH, yJaneHus ¢ailyioB, B KOTOPLIX OOHapyKeH
BPEIOHOCHBIH KOJI, a Takke (paiiyioB, ¢ MoJ103peHHEM Ha
HaAJIMYHE BPEAOHOCHOTIO KOJA;

. BO3MOXHOCTb TEPEMELICHHs] W H30JIHPOBAHUS
3apaKeHHBIX 00BEKTOB, yJAJ€HHS BPEJOHOCHOIO KOJa
3  (QailloB W CcHCTEMHBIX oOyacTedl  HocuTeneH
uHpopmaluu;

. BO3MOXKHOCTH OnoxupoBanust APM u cepsepos.
Ha KOTOPBIX 00HAPYKEHBI 3apakeHHbIE (akib;

. BO3MOYKHOCTh BOCCTAHOBJIEHHS
(YHKIMOHAIBHBIX CBOUCTB 3apayKEHHBIX 0OBEKTOB;

. oTobpakenye CUrHaNa TPEBOTH 00 00HapYKEeHUH
BPEJIOHOCHBIX 00BEKTOB. )
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Kpome Toro, mporpamMMHble Cpe/ICTBA AHTHBHPYCHON
3ammTel s paboumx craHumii  Linux  goJKHBL
obecreunBaTh pean3antio CJIeTY FOLITHX
()YHKIMOHAJIBHBIX ~ BO3MOYKHOCTEH, He Tpedyromux
cepruduranuo GCTIK: _

. Pe3uICHTHOTO aHTHBHPYCHOTO MOHUTOPHHTA;

. o0JlayHo¥  3amMTBl  OT  HOBBIX  yIpoO3,
MO3BOJIAIONIEH TMPHJIOKEHUIO B PEXHME PEaIbHOrO
BpeMmenu oOpamarscsi K CHElHaIbHBIM  pecypcaM
IPOH3BOINTENSA, JUIS TONYyYEHHA  BEpAHMKTa IO
3aIyCKaeMoi mporpaMme WiM (aiy;

. IIPOBEPKY pecypcoB JocTynHbIX Mo SMB / NFS;
. IBPUCTHYECKUH  aHaJM3aTop,  ITO3BOJISHOLIMI
fonee 3(phekTHBHO pacno3HaBaTh U OJIOKHPOBATh paHee
HEM3BECTHBIE BPEIOHOCHBIE IPOTPaMMBI;

. AHTHBHUPYCHOE CKaHMPOBAHHE 110  KOMaHJE
NOJIL30BATENS WIH aIMHHHCTPATOPA U 110 PACITUCAHUIO;
. AHTUBHPYCHYIO poBepka (paiiioB B apxuBax zip;
Jz*; .7-z; .rar, .iso; .cab; .jar; bz:.bz2:. tbz:.thz2:
Jgzit97; ar.;

. MPOBEPKY COOOILIEHUH IEKTPOHHOH MOYTHI B
tekcroBoM (opmare (Plain text);

. HAJIMYHE MCXAHM3MOB ONTHMH3ALHH TPOBCPKH

¢aitioB (MCKIIOYEHHs, NOBEPEHHBIE MPOLECCHI, JUMHT
BPEMEHH TIPOBEPKH, JIMMHUT pa3Mepa IPOBEPIEMOIO
(paiima, MexaHH3M KeIIMpPOBaHHs HWH(QOpPMALHUA O
[POBEPEHHBIX M HE HW3MEHEHHBIX II0CJIE ITPOBEPKH
¢aityion);

. 3al|Ty (DaiJioB B JIOKAIBHBIX AUPEKTOPUSIX C
ceTeBbIM JOCTyNoM 1o mportokonam SMB / NES ot
yJIAJIEHHOTO BPEJJOHOCHOTO MU (poBaHHUs;

. BO3MOYKHOCTb BKJIKOUEHHS ONIMH OJIOKHPOBAHHA
(aiinoB BO BpeMs IPOBEPKH;

. TIOMEITeHHe TIOAO3PUTENBHBIX M ITOBPEKICHHBIX
00BEKTOB HAa KAPAHTHH;

. IIPOBEPKY MOYTOBBIX Oa3 npuokenuit Microsoft
Outlook Ha HajHYKe BPEJIOHOCHBIX OOBEKTOB;

. BO3MOKHOCTB MEpPEXBaTa M MPOBEPKH (PaHIOBbIX
onepanuii Ha yposue SAMBA;

. YIPaBJIEHHE CETEBBIM 3KPAHOM OlepaLlHOHHON

CHCTEMBI, C BO3MOKHOCTHIO BOCCTAHOBJIEHHS HCXOIHOTO
COCTOSIHUS IIPABUT,;

. 3aIyCK 33724 T0 paclMCaHUI0 W/HIIN cpasy Mocie
3arpy3KH OnepauMoHHOH CHCTEMBI;

. BO3MOMKHOCTh 9KCIIOPTHPOBATH M COXPaHAThb
ordetsl B popmarax HTML u CSV;

. ruOKoe yrnpaBlIeHHE HUCNOJIb30BAHHEM DPECYPCOB
[IK gaa  ofecneyenus  KOMGOPTHOH  paboTbl
MOJIB30BATENIE  TIPH  BBIMIOJIHEHHMM  CKaHMPOBAHMS
(haiiIoBOro MPOCTPAHCTBA;
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. COXpaHEHHE KOMHH 3apaKeHHOro 00BbEKTa B
PE3CPBHOM XPaHWIHILE TIepe/l JICYEHHEM U yJaJI€HHEM B
[eJsX BO3MOMKHOTO BOCCTAHOBJIEHHS O0BekTa [0
TpeBOBaHUIO, €CJIH OH MPEACTaBIAET HHPOPMALMOHHY IO
1IEHHOCTD;

. BO3MOYKHOCTB yTpaBjieHus yepes
MOJIb30BATENILCKHI Tpaduueckuit uHTepdeiic 6e3 root
npas;

. [EHTPAIN30BAHHOE ympaBjieHue BCEMH
BBIIIEYKA3aHHBIMA KOMIIOHEHTAMH € ITOMOIIBIO €IMHOT
CHCTEMBI YIIPABJICHHSL.

. VOpaBJEHUs  JOCTYIIOM  IOJb30BAaTENed K
YCTAHOBJIEHHBIM HIH TIOJKJIFOUYEHHBIM K KOMITBIOTEPY
yCTpOHCTBAM MO  THUMaM  YCTPOHCTBA M IIMHAaM
IOIKJIFOUCHHUS,

. IIPOBEPKH CHEMHBIX JIHCKOB;

. OTCJIEKHMBAHUSL BO BXOMSALIEM CETEBOM Tpaduke
AKTHBHOCTH, XapaKTEPHOH /17151 CETEBBIX aTaK

. npoBepkH  Tpaduka,  IMOCTyNalOIEro  Ha
KOMITBIOTEP T0JIb30BATEN S o MPOTOKOJIAM
HTTP/HTTPS u FTP, a Takke BO3MOXXHOCTh
yCTaHaBIMBATh  MPHHAMICKHOCTE  BeD-aIpecoB K
BPEJIOHOCHBIM MJIH (PUILIHHTOBBIM

. NOJIyUCHHs JaHHBIX O JIeHCTBUAX nporpaMm Ha
KOMIIBROTEPE MTOJTE30BaTEIIA;
. MIPOBCPKH MaMATH Apa.

TpeboBanust K mpOrpaMMHBIM CPEICTBAM aHTHBHPY CHOM
3aIqUTel  (paiiloBBIX CepBEpOB, CepBepoB Macmrabda
NpeNpUATHS, TEPMUHATLHBIX cepepoB Windows
CpezicTBa aHTHBHUPYCHOM 3alllUThI CEPBEPOB MaciuTaba
NpeANpUATAS W TePMHUHAIBHEIX cepBepo Windows
JIOJKHBI OBITh CepTH(MIMPOBAHBI B COOTBETCTBHU C
TpeGOBaHUSAMH K CpPEJICTBAM AHTHBHPYCHOH 3allUThI —
npukaz ®CTDOK or 20 wmapra 2012 1. Ne28
ynonHomMoueHusiM opranom (PCTIK), no tumy b ne
HW)KE BTOPOTO KJ1acca 3alHUThl.

[TporpaMMHBIE CpeCcTBA AHTHBHPYCHON 3alUThl TS
(aitnossIx CepBEpOB Windows JI0JDKHBI
(YHKIHOHMPOBATh Ha KOMIIBIOTEPAX, pabOTAIOUIMX MO
yIpaBlIeHHEM OlNEPalMOHHBIX CHCTEM  CIIEAYIOMIHX
BEPCHI:

32-paspsaHBIX ~ ONEpAlMOHHBIX  cucTeM  Microsoft
Windows

. Windows Server 2008 Standard / Enterprise /
Datacenter ¢ nakerom ooHoBiaeHHi SP1 unu Belie;

. Windows Server 2008 Core / Standard /
Enterprise / Datacenter ¢ maketom o6HOBIeHUH SP1 min
BhIIIIE.

64-paspsyIHBIX  ONepallMOHHBIX  cucTeM  Microsoft
Windows
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. Windows Server 2008 Core Standard / Enterprise
/ Datacenter ¢ nakeroMm o6HoBIeHUM SP1 Wiu BbIIIIE;

. Windows Server 2008 Standard / Enterprise /
Datacenter ¢ nakerom oOHoBIeHUH SP1 unu BeIIE;

. Microsoft Small Business Server 2008 Standard /
Premium;

o Windows Server 2008 R2 Foundation / Standard
/ Enterprise / Datacenter ¢ maketoM o6HoBeHu# SP1 nnn
BBIIIIE; )

. Windows Server 2008 Core Standard / Enterprise
/ Datacenter ¢ nakerom goHoBiaeHuH SP1 uiu Bbilne;

. Windows Hyper-V Server 2008 R2 ¢ nakertom
obuosnenui SP1 winu BhIIE;

. Microsoft Small Business Server 2011 Essentials
/ Standard;

. Microsoft Windows MultiPoint™ Server 2011
Standard / Premium;

. Windows Server 2012 Foundation / Essentials /
Standard / Datacenter;

. Windows Server 2012 Core Foundation /

Essentials / Standard / Datacenter;
. Microsoft Windows MultiPoint Server 2012
Standard / Premium;

. Windows Storage Server 2012;
. Windows Hyper-V Server 2012;
. Windows Server 2012 R2 Foundation / Essentials

/ Standard / Datacenter;

. Windows Server 2012 R2 Core Foundation /
Essentials / Standard / Datacenter;

. Windows Storage Server 2012 R2;

. Windows Hyper-V Server 2012 R2;

. Windows Server 2016 Essentials / Standard /
Datacenter;

. Windows Server 2016 MultiPoint;

. Windows Server 2016 Core Standard /
Datacenter;

. Microsoft Windows MultiPoint Server 2016;

. Windows Storage Server 2016;

. Windows Hyper-V Server 2016;

. Windows Server 2019 Essentials / Standard /
Datacenter;

. Windows Server 2019 Core;

. Windows Storage Server 2019;

. Windows Hyper-V Server 2019.

. Citrix XenDesktop 7.0, 7.1, 7.5 -7.9, 7.15.
[TporpaMMHBIE CpEJICTBA AHTHBHPYCHOW 3aIUTHI JUISA
cepBepoB MacluTaba NPEANpPUATHS W TEPMHHAIBHBIX
cepBepoB Windows JOJKHBI 0O€CIEYHBATh Peanu3aiuio
cIIeYIONMX ()YHKIHOHATBHEIX BO3ZMOKHOCTEH:
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. BO3MOXKHOCTh T€HEPUPOBATH 3AIUCH ayauTa JUis
COOBITHIA, MOTEHLHAIBHO [10/IBEPTaeMbIX ay IUTY

. BO3MOJKHOCTh aCCOIMAIlMH  KaXIOTO COOBITHS
ayaura ¢ WACHTH(HUKATOpOM - CyOBEeKTa,  €ro
UHHULUUPOBABIIETO;

. BO3MOKHOCTh YHTaTh MH(POPMALIHIO U3 3amHceil
ayJluTa;

. OrpaHHYeHHE JIOCTYNa K YTEHHIO 3allice
ayauTa;

. MOKCK, COPTHPOBKA W YMOPSIOYEHHE JIAHHBIX
ayauTa;

® BO3MOKHOCTbH YIIOJJTHOMOYEHHBIM I10JIb30BaTCIIAM
YIIPaBJiATh JaHHBIMH (aIMUHUCTPATHBHBIMH TaHHEIMH),
MCIIOJIb3YEMBIMU (PYHKLHSIMHU 0€3011aCHOCTH;

. BO3MOKHOCTD YIIOJIHOMOYEHHBIM M0J1b30BaTENIAM
YTIPaBJIATH PEKIMOM BBITTOJIHEHUS (yHKIMH
0e30nacHOCTH;

. BO3MOXHOCTb BBIIOJTHEHHS MPOBEPOK € IEJNIBIO
oOHapy)XeHHs 3apa)keHHbIX OOBEKTOB B  peXHME
peaibHOro BpeMeHH B daiiax, MoTyuYeHHbIX 110 KaHaaam
nepeiayy JaHHBIX;

. BO3MOXXHOCTH BBIIOJIHATE HPOBEPKH C IIENBIO
o0HapyXeHHsl 3apaKCHHBIX OOBEKTOB CUTHATYPHBIMH H
IBPUCTHUECKMMH METO/IAMHU;

. BO3MOXXHOCTh BBITIOJIHATE TPOBEPKH € LEINBIO
o0OHapy)XCHHs 3apa’KCHHBIX OOBEKTOB 10 KOMaHe
W(MiaM) B peXHUME IUHAMHYECKOrO OOHapy)XeHus B
TIPOIECCE BHIMOJIHEHH ONepalliit JocTyna K o0beKTaM,
a TAK)Ke MMyTeM 3arycka ¢ HeOOXOAUMBIMHU NapaMeTpaMu

(hyHKIMOHUPOBAHHUS CBOEro Koja BHEILIHEH
TPOTPaMMO¥;
. BO3MOXHOCTh  YJalICHHA (€CIH  TEXHHYECKH

BO3MOKHO)  (aiiioB, B KOTOpbIX  0OHapyXKeH
BPEZOHOCHEIH KO, a Takxke (aiioB, TOM03PUTENBHEIX
Ha HaJM4Yke BPEIOHOCHOTO KOJA, IEpEMEIEHHE H
H30JMPOBaHKue 00BEKTOB BO3ACHCTBHS;

. BO3MOXKHOCTE ~ OJIOKHpOBaHMS ~ IOCTyna K
3apaxeHHbIM (aitiaM, B TOM YHCJIE MOJIy4YCHHBIM I10
KaHaluaM [epefayd JaHHBIX, aKTHUBHBIX pabouux
CTaHIMH WIH CepBepa, Ha KOTOPBIX OOHapy KeHBI
3apaxeHHbIe (aiibl;

. BO3MOJKHOCTb 0TOOpa)KeHHe CHI'Hasa TPEBOTH 00
oOHapy eHHH Ha pabodeil CTaHIMHM aIMHUHUCTPATOPA, B
TOM YMCIIE JI0 TMOATBEPKJICHHS €ro MOody4eHHs HIH JI0
3aBeplICHHs CEaHCa;

. BO3MOKHOCTb BOCCTAHOBJIEHUS
GyHKUHMOHATBEHBIX CBOMCTB 3apaXKEHHBIX 0OBEKTOB;
. BO3MOXKHOCTb ~ IIOMYYEHHS M YCTAHOBKH

OOHOBIIEHMI AaHTHBUPYCHBIX 0a3 0e3 mNpUMeHeHus
CpeacTBs aBTOMAaTH3alHH, B aBTOMaTH3HWPOBAaHHOM




n/n

Haumenosanue

XapaKTepHCTHKH

Kon

PeKHME C CEeTeBOrO pecypca, aBTOMATHYECKH 4epe3
CETEBbIC MOIKITHYEHUS;

. BO3MOYXHOCTh BBITIOJIHATE IPOBEPKH C IIEJIBIO
oOHapy KeHMsl ATAKH HKCIUIOHTOB B TaMATH IPOLIECCOB, B
xonteiinepax Windows Server 2016 u Windows Server
2019;

. BO3MOMKHOCTh TpH OOHapyKEHHH IIPU3HAKOB
aTaKM SKCIUIOWTOB Ha 3alMIIAEMblil TPOLIECC 3aBEPLIATh
nporecc, coobuate 0  (daKTe  JAUCKPEIUTAlMH
YS3BUMOCTH B TIpoIIecce;

. BO3MOXHOCTb POBEJICHUS MPOBEPKH
LEJIOCTHOCTH KOMIIOHEHTOB [POIrPaMMHOIO U3/EIIH.
Kpome Toro, mnporpaMMHBIE CpEJICTBA aHTHBHPYCHOM
3aUMTHl JUld  CEPBEpPOB MaciuTaba MpeJlpUaTHs H
TEPMHUHATBHBIX ~ CEPBEPOB Windows  JODKHBI

obecrieunBath peaTH3alHio0 CJIeTYIOIIHNX
(YHKIMOHATBHBIX ~ BO3MOXKHOCTEH, He Tpedyrommux
ceprudukanuo GCTIK:

. aHTHBHPYCHOE  CKaHHpPOBaHHE B  PEXHMeE
peaJbHOTO BpPEMEHH M M0 3ampocy Ha cepBepax,
BBUTOJIHAKOLIUX pasHble (YHKIHH: CEepBEPOB

TEPMHUHAJIOB, IIPHHT-CEPBEPOB, CEPBEPOB IIPUIIOKEHHH H
KOHTPOJUIEPOB JIOMEHOB, (paliJIOBBIX CEPBEPOB;

. AHTUBHPYCHOE CKAHUPOBAHME IO KOMaHe
[0JIB30BATEITS WITH aIMHUHUCTPATOpa H 10 PacliCaHKIo;
. 3aIyCK 3ajia4 10 paclycaHUIo /UK cpasy 1ocje
3arpy3Kd ONepaliMoOHHON CHCTEMBI,

. obmayHas ~ 3amyTa  OT  HOBEIX  YIpoO3,
MO3BOJISAIONIAS TIPUIOKEHHK) B PEXKHMME peallbHOro
BpeMeHM oOpamarbcs K CHENMalbHBIM  caiitam
NPOM3BOMUTENS, UL  TIOJNyYeHHs  BEpPAMKTa  T10
3amycKaeMoii nporpamMme uiu (aiiny;

. aHTHBMpYCHasi MPOBepKa H JeueHHe (paiioB B
apxuBax ¢opmaroB RAR, ARJ, ZIP, CAB;
. samuTa  (aiIoB, AaJbTEPHATHBHBIX IOTOKOB

¢aiinopeix  cucrem (NTFS-streams), 3arpy3ounoit
3aIIMCH, 3arPy3049HBIX CEKTOPOB JIOKAJIBHBIX W ChEMHBIX
JTUCKOB;

. HEIPEPHIBHOE . OTCIEKMBAHHE MOTIBITOK
BHITIOJIHEHHS Ha 3allMIaEMOM CepBEpe CKPHITOB
VBScript 1 JScript, co3/aHHBIX [0 TEXHOJIOTHAM
Microsoft Windows Script Technologies (umu Active
Scripting), TpoBepka MPOrpaMMHOT0 KOJa CKPHIITOB H
ABTOMATHYCCKH 3ampelleHHe BbINOJIHECHHE TeX W3 HHX,
KOTOpbIC IPU3HAIOTCA ONACHBIMH.

. aHajM3 oOpaleHHil K oOIM nankam U (aiinam
JUIS BBISIBJIEHMsSI NOMBITOK IH(GPOBAHUS 3aLIMILAEMBIX
PeCypCcoOB JJOCTYIIHBIX IO CETH;

. BO3MOXHOCTE TTPOBEPKM KoHTeHHepoB Microsoft
Windows;




Koa

HaumenoBanue XapakTepHCTHKH
n/n . -BO
. 3QLIMTHI OT HKCIUTYaTHPOBAHUS YA3BUMOCTEH B
HaMsITH TPOLIECCOB;
. JIOJDKHA  OBITH  BO3MOJKHOCTL aBTOMaTHYECKH

3aBepuiaTh CKOMIIPOMETHPOBAHHBIC MMPOLECCHI, ITPH
3TOM KPUTHYECKHEC CHCTEMHBIE IIPOLIECChl HE JOJLKHBI

3aBepIIaThes;

. BO3MOXKHOCTh J00aBJIATH IPOIECCH B CITHCOK
3alIMIIAEMBIX; .

. YCKOpEHHsI Tpollecca CKaHHPOBaHHMS 3a CUET

IpOITycKa 0OBEKTOB, COCTOSIHHE KOTOPBIX CO BPEMEHH
MPOILIION MPOBEPKH HE H3MEHHUIIOCD;

. [pOBEpKa COOCTBEHHBIX MOJYJIEH Ha BO3MOXKHOE
HapylIeHWe WX IEeJOCTHOCTH IMOCPEICTBOM OTJIEIEHON
3a1auH;

. HACTPOMKH IPOBEPKH KPUTHYECKHX obOnacreii
cepBepa B KayecTBe OTJEIbHOH 3a/1auH;
. pPEryJIMpPOBKH paclpeiesIeHHsl PECYPCOB cepBepa

MEXKIY aHTUBHPYCOM M APYTUMH IPHIOKEHMAMH B
3aBHCHMOCTH OT MIPHOPUTETHOCTH 3a1aY;

. BO3MOXHOCTb  IPOJIOJDKATh  AQHTHBHUPYCHOE
CKaHUPOBaHHE B (DOHOBOM PEKHMME;
. HaIWYMe MHOJKECTBEHHBIX NMyTel yBeIOMJICHHS

aJIMHHHCTPATOPOB O BAKHBIX NPOH30LIEINX COOBITHIX
(moyroBoe  cooOIIeHHE, 3BYKOBOE  OIIOBECILEHHE,
BCIUIBIBAIOIIEE OKHO, 3aITMCh B JKYPHAI COOBITHIA);

. poJIeBOH JOCTYN K Iapamerpam IPHIIOKCHHSI U
cayx0be ¢ TOMOIIBI  CIIMCKOB  paspelleHHH,
MO3BOJIAIONMHA  M30ekaTh OTKIIOUEHHS 3allUThl  CO
CTOPOHBI BPEIOHOCHBIX MPOrpaMM, 3JI0YMBIIICHHHKOB
WM HekBaNU(HUIMPOBAHHBIX IOJIb30BATENICH, & TAKKE
jalpelialoli WM pa3pelnaroliui  yrnpaBlIcHHe
aHTHBHPYCOM; :

. Bo3MOxHOCTh HHTerpanuu ¢ SIEM cucremamu;

. BO3MOMHOCTh YKazaHHs KoIuuecTBa pabounx
NpPOLIECCOB AHTUBMPYCA BPYUYHYIO,

. BO3MOJKHOCTh OTKJIIOYHUTE rpadguyecKui
uHTepdeiic;

. HAIMYME YOAJIEHHOH W JIOKAIbHOH KOHCO/IH
praBJlCHI/Iﬂ;

. ylpaBjieHdusl T1apaMeTpaMH  aHTHBHpyca W3
KOMaH/IHOH CTPOKH;

L LleHTpaJIHSOBaHHOG ynpaBﬂeHHe BCEMHU
BBIIIEYKA3aHHBIME KOMITIOHEHTaMH C ITOMOIIBI) €IUHON
CHUCTCMBI YIIPABJICHUS,

. YIpaBJIeHHE CETEeBbIM HKPAHOM OIlEPallHOHHOM
CHCTEMBI, C BO3MOXKHOCTBIO BOCCTAHOBJIEHHSI HCXOIHOT'O
COCTOSIHHSI TIPABHIL. )

. 3alUTA OT CETEBBIX aTAK C MCIIOJb30BAHUEM
IPaBHJI CETEBOTO dKpaHa [yl NPHJIOKEHHH H TIOPTOB B
BBIYHCIIMTEbHBIX CETSAX JIIOOOro THIIA,




n/n

Haumenopanue

XapakTepHcTHKH

Koua
-B0O

. satiats HTTP u HTTPS tpadwk ot Bupycos u
(huiumbra, ¢ mpoBepKoil CCHUTOK 6azaM BpPelOHOCHBIX
Be0-a/IPecoB M BO3MOKHOCTBIO TTPOBEPKH BaJMIHOCTH
ceptu(uKaToB  BeG-cepBepoB, MepexBaT  TpauKa
JIOJDKEH ~ OCYIIECTBIATLCS C  [IOMOLIBIO  JipaiiBepa
TiepexBara WilM JKe ¢ OMOIIBIO €T0 NepeHanpaBIeHHs;

. HAJTHYHE KOMIIOHEHTA, JAOLIEro BO3MOKHOCTB
CO3JIaHKsl CHELHAIBHBIX TIPABHII, 3aMpPEINAIOIMX HIIH
paspeliaoIMX YCTaHOBKY W/UIIH 3alyCK IIPOrpamMM JULs
BCEX WJIM JKe JUIsS OIpeAeIeHHBIX TPYII MOIb30BaTeeit

(Active Directory WITH JIOKAJTbHBIX
[10J1b30BaTENEH/TPYILN);
. KOMIIOHEHT CO3/IaHHs CHELHATLHBIX TPaBHII

JODKEH  KOHTPOJIMPOBATh  NPHJIONKEHHUS 10 IYTH
HaXOXICHHUs MPOrPaMMBbl, METaJaHHBIM, CepTHPHKATY
WITH €T0 OTIIeYaTKy, KOHTPOIBHOMH CyMMe;

. KOMIIOHEHT CO3[aHMs CIELHAIBHBIX [PaBHII
OOIDKEH paboTaTh B pEKUME 4YEPHOTO HIH Oeoro
CIHMCKa, a TaKkKe B pekuMe cOopa CTaTHCTHKH WIIH
OJIOKHPOBKH, JOJKEH MMETh BO3MOKHOCTB CO3JAHHS
CIUCKA JOBEPEHHBIX IAKETOB OOHOBICHHIH, KOTOPbIE
MOTYT MU3MEHSATh U 3aIlyCKaTh BIOJKECHHbBIE B HUX (haiilibl;
. OCYIIECTBJIEHHE KOHTPOJIs pabOoThI MM0JIL30BaATENs
C  BHCUIIHMMHM  YCTPOHCTBAMM  BBOJ@/BBIBOJA, C
BO3MOXKHOCTBIO ~ CO3JaHMs  CIIHCKA  JIOBEPEHHBIX
YCTPOHCTB M BO3MOXHOCTBIO  TIPEIAOCTABJIEHHUS
NPUBUIICTHH IS MCIIONBb30BAHUS BHEUIHMX YCTPOMCTB
OIIpE/ICNICHHBIM TM0JIb30BaTeNsIM U3 Active Directory:

. OCYLIECTBJICHHE KOHTPOJIA paboThl C  CEThIO
HWurepHer, B ToM 4KClIe BKIIOYEHHE SBHOTO 3aNpeTa Ui
paspelieHusl J0CTyla 'K pecypcaM  ONpelesIeHHOro
COJICPKAHUA, KATErOPHUM  3apaHee CO3JaHHOH H
JUHAMHUYECKH OOHOBIISIEMOI IPOU3BOJUTENIEM,

. HHpOpMUpOBaHHE aJIMMHHCTpaTopa 0
MOJKIFOUYEHUH BHEIIHUX YCTPOHCTB;

. HaJl4ne MEXaHU3MOB aBTOMaTHYECKOH
TeHCpalliM  TpaBWJI  [UII  KOHTPOJIS YCTPOWCTB W
IIPHIIOKEHU .

Tpebopaunus K NporpaMMHBIM cpeacTBam

HEHTPAJIM30BAHHOTO  YIIPABICHHS, MOHHTOPHHTA U
OOHOBJIEHHS

Cpencria LEHTPAIM30BAHHOTO YHpaBJiieHUs,
MOHHTOPHHIa W OOHOBJEHHS  JIOJUKHLI  OBITh
CepTH(OHLHPOBAHBI B COOTBETCTBHH C TPeGOBAHUSAMH K
CpPE/ICTBaM aHTHBHMPYCHOH 3auiuThl — npukas ®CTIK or
20 mapra 2012 1. Ne28 yHOIHOMOYEHHBIM OpraHOM
(OCTDOK), no Tumy A He HUKE BTOPOro Kilacca 3allHThl.
ITporpammubie CpeJICTBa LEHTPAIM30BaHHOTO
YTpPaBJIEHUsI, MOHHTOPHHTA W OOHOBICHHS JOIIKHBI
(YHKIIMOHMPOBATh HA KOMITBIOTEPAX, pabOTAIOLIHX 10T




n/n

HaumenoBanue

XapakTepHCTHKH

Koa
-B0

yIpaBJICHHEM OMEPALMOHHBIX CHCTEM  CIEAYIOIINX
BEPCUH:

. Microsoft Windows 10 20H2 32-paspsiinas / 64-
paspsHas;

. Microsoft Windows 10 20H1 32-pa3psaanas / 64-
paspsiHasi;

. Microsoft Windows 10 Enterprise 2019 LTSC
32-pa3psnnas / 64-pa3psaHasi;

. Microsoft Windows 10 Enterprise 2016 LTSB
32-paspannas / 64-pazpsiHas; .

. Microsoft Windows 10 Enterprise 2015 LTSB
32-pazpsannas / 64-paspsajiHas;

. Microsoft Windows 10 Pro RS5 (October 2018
Update, 1809) 32-pa3zpsnnas / 64-pa3psjnas;

. Microsoft Windows 10 Pro juis pabouux cranuui
RS5 (October 2018 Update, 1809) 32-pazpsannas / 64-
pa3psiHas;

. Microsoft Windows 10 Enterprise RS5 (October
2018 Update, 1809) 32-pazpsnnas / 64-pa3psaanas;
. Microsoft Windows 10 Education RS5 (October
2018 Update, 1809) 32-pazpsianas / 64-paspsiiHas;

. Microsoft Windows 10 Pro 19H1 32-pazpsianas /
64-pazpsaHas; .
. Microsoft Windows 10 Pro s pabouux cranuuii

19H1 32-pazpsnuas / 64-paspsHas;

. Microsoft Windows 10 Enterprise 19H1 32-
paspsiHas / 64-pa3paanas;

. Microsoft Windows 10 Education 19H1 32-
pa3psiiHas / 64-paszpsiaHas;

. Microsoft Windows 10 Home 19H2 32-
paszpsijiHast / 64-paszpsaauas;

. Microsoft Windows 10 Pro 19H2 32-pa3psnas /
64-paspanHas;

. Microsoft Windows 10 Pro mis pabodmnx cTanIui
19H2 32-paspsiaHas / 64-pazpsijiHas;

. Microsoft Windows 10 Enterprise 19H2 32-
paspannas / 64-pa3psjHas;

. Microsoft Windows 10 Education 19H2 32-
paspsjHas / 64-paspsaHas;

. Microsoft Windows 8.1 Pro 32-pa3psiinas / 64-
pazpsiiHasi;

. Microsoft Windows 8.1 Enterprise 32-pa3ps/nas
/ 64-pazpsanauas;

. Microsoft Windows 8 Pro 32-paspsanas / 64-
paspsiHasi;

. Microsoft Windows 8 Enterprise 32-pa3psaanas /
64-paspaanas;

. Microsoft Windows 7 Professional Service Pack

1 32-pazpsiyias / 64-paspsianas;




Ne
n/m

HaumMeHoBaHHe

XapakTepuCTHKH

Kon

. Microsoft Windows 7 Enterprise / Ultimate
Service Pack 1 32-paspsinas / 64-paspsaanas;

. Windows Server® 2019 Standard 64-pazpsanas;
. Windows Server 2019 Core 64-paspsHas;

. Windows Server 2019 Datacenter 64-paspsinas;
. Windows Server 2016 Server Standard RS3
(v1709) (LTSB/CBB) 64-pazpsannasi;

. Windows Server 2016 Server Datacenter RS3
(v1709) (LTSB/CBB) 64-paspsaanas;
. Windows Server 2016 (BapuaHT yCTaHOBKHU

Server Core RS3 (v1709) (LTSB/CBB) 64-pa3psanas;
. Windows Server 2016 Standard (LTSB) 64-

pazpsiaHas;

. Windows Server 2016 (BapuaHT YCTaHOBKH
Server Core) (LTSB) 64-pa3pannas;

. Windows Server 2016 Datacenter (LTSB) 64-
pazpsiaHas;

. Windows Server 2012 R2 Standard 64-
paspsiIHas; '

. Windows Server 2012 R2 Server Core 64-
paspsiHasi; :

. Windows Server 2012 R2 Foundation 64-
pa3psaHasi;

. Windows Server 2012 R2 Essentials 64-
pazpsiHas;

. Windows Server 2012 R2 Datacenter 64-
paspsaHas;

. Windows Server 2012 Standard 64-paspsjnas;

. Windows Server 2012 Server Core 64-
paspsijiHasi;

. Windows Server 2012 Foundation 64-paspsijinas;
. Windows Server 2012 Essentials 64-paspsinas;
o Windows Server 2012 Datacenter 64-pa3psanasi;

. Windows Server 2008 R2 with Standard Service
Pack 1 64-pa3psnas;

. Windows Server 2008 R2 Service Pack 1 (Bce
pepaxkuun) 64-pazpajaHas;

. Windows Storage Server 2016 64-pa3psiiHasi;
. Windows Storage Server 2012 R2 64-paspsaanas;
. Windows Storage Server 2012 64-paspsiHas.
ITporpamMHbIe cpeJcTBa LIEHTPATH30BaHHOTO

yIOpaBICHHUsA, MOHUTOPHHIA M OOHOBJIEHMA JIOJKHBI
TOJUIEPXKHUBATh YCTAHOBKY Ha CIIEAYIOIINX BUPTYa/IbHBIX

iarpopmax:

. VMware™ vSphere™ 6.7;

. VMware vSphere 7.1;

. VMware Workstation 15 Pro;
o VMware Workstation 16 Pro;

. Microsoft Hyper-V® Server 2012 64-pa3psaHas:




Ne
n/n

HaumeHnoBaHHue

XapaKkTepHCTHKH

KOJ’[

. Microsoft Hyper-V  Server 2012 R2 64-
paspsiIHasi;

. Microsoft Hyper-V Server 2016 64-paspsnnas;

. Microsoft Hyper-V Server 2019 64-pa3spsjHas;

. Citrix® XenServer® 7.1 LTSR;

. Citrix XenServer 8.x.

[IporpamMMHbIe cpesicTBa [IEHTPATTH30BAHHOI'O
YIpaBleHUsi, MOHUTOPMHTA W OOHOBJICHUS JIOJDKHBI
¢ynxunonuposars ¢ CYB]I cnenyromux BepcHii:

. Microsoft SQL Server® 2012 Express 64-
paspsaHas;

. Microsoft SQL Server 2014 Express 64-
pazpsijiHas;

. Microsoft SQL Server 2016 Express 64-
paspsiiHasi;

. Microsoft SQL" Server 2017 Express 64-
paspsiiHasi;

. Microsoft SQL Server 2019 Express 64-
pazpsaHas;

. Microsoft SQL Server 2014 (Bce penakuuu) 64-
paspsiaHasi;

. Microsoft SQL Server 2016 (Bce penaxkuuu) 64-
paspsijiHasi;

. Microsoft SQL Server 2017 (Bce penakuuu) uist
Windows 64-pa3zpsaHas;

. Microsoft SQL Server 2017 (Bce pefakuuu) s
Linux 64-pa3psjHas; )

. Microsoft SQL Server 2019 (Bce penakuuu) uist
Windows 64-pa3psiaHast;

. Microsoft SQL Server 2019 (Bce penaxium) ains

Linux 64-pazpsanas;

. MySQL Standard Edition 5.7 32-paspsannas / 64-
paspsiaHasi;

. MySQL Enterprise Edition 5.7 32-paspsnnas /
64-pazpsaHas;

. Bce Bepcun SQL-cepBepoB, MOIEPIKUBACMEIC B
o6naynblX wiatdpopmax Amazon™ RDS u Microsoft

. Azure™;

. MariaDB Server 10.3 32-paspsanaa / 64-
paspsHas ¢ moacucTeMoi xpanuuma InnoDB.

B nporpaMMHOM CpEICTBE AHTHBHPYCHOM 3alllUThI

TOJKHBI OBITH “pean30BaHbl caenyroume
(yHKIIMOHAITBHBIE BO3MOYKHOCTH:

. reHepanusi 3amicH  ayuTa JIs  CODBITHIA,
IIOJIBEPraeMbIX ayJUTy;

. yreHue WHGOpMAaITHH U3 3aluceil ayauTa;

. accolMalus coObITHH ayuTa ¢
unenTuduKaTopaMu cyObeKTa;

. OTpaHMYEHHWE J0CTyrma K UTCHHIO 3amuced

ayJuTa;




Ne Kon
Haunmenosanue XapaKkTepHCTHKH
n/n “BO
. MOKMCK, COPTHPOBKA JAHHBIX ay/IuTa;
. obpaboTka 3apakeHHBIX 00BeKTOB Ha APM wu
cepBepax BHIYUCIHTEIBHON CETH;
. BLIMOJIHEHHE ~ ABTOMATH3HPOBAHHOIO  3allycKa

CAB3 na APM u cepBepax BbIYMCIIMTENBHOH CETH C
3a/laHHBIMH YCJIOBUSIMU TTOMCKA BPEJOHOCHBIX 00BEKTOB
W peKAMaMH pearupoBaHUs 10 PacIIMCaHMIO;

. BBINOJIHEHHE YJIAJIGHHOTO aIMHHHCTPHUPOBAHHUSA
[IPOLIECCOB  OOHApYKEHHsI BPEJOHOCHBIX OOBEKTOB,
0oOHOBNEHNs 0a3bl JAHHBIX TPH3HAKOB BPEIOHOCHBIX
komnprotepHbix nporpamm (BJ[ IIKB) u xoMnonenTos
CAB3;

. nojiepxkka onpeaenenusix poneit ws CAB3 u
MX acCOIMAIMs ¢ KOHKPETHBIMH aJMHHHCTPATOPaMH

. 0e30MacHOCTH;

. BO3MOKHOCTE YIIOJTHOMOUEHHBIM IT0JIb30BATENIAM
(ponsiM) yIpaBJiATh MapaMeTpamMH HACTPOHKH (PyHKIMH
6esonacunoctu CAB3;

. BO3MOXKHOCTh CO3JaHHSl YYETHBIX 3anuceil H
uaeHTHUKALHKI/ay TEHTH(PUKALIMH T0JIb30BaTENeH;
. oToOpakeHue CHrHaza TPEBOTH Ha

ABTOMATH3UPOBAHHOM paboueM MecTe aJMHUHHCTpAaTopa
0e30macHOCTH,  YKa3bIBAIOLEro Ha  oOHapy)XeHHE
BPEJIOHOCHBIX ~ O0OBEKFOB  Ha  I0Jb30BATEILCKMX
ABTOMATH3MPOBAHHBIX pabOUYMX MecTax.

. BBIIIOJIHEHHE  TOJY4YEHHS M YCTaHOBKH
obunosnenuit bBJ| TIKB 0e3 npumeHeHus Cpeacts
ABTOMATH3AlHH W B aBTOMAaTH3MPOBAHHOM pEXHME, B
TOM YHCJIE C CETEBOIO pecypca;

. BBIIOJIHEHHE  I[EHTPATH30BAaHHOH  YCTAaHOBKH
kommoHeHnToB CAB3;

. MOMCK H3BECTHBIX YA3BUMOCTEH Ha YIIPaBIIsieMbIX
APM u cepBepax Windows.

Kpome TOTO, IIpOrpaMMHBIE cpe/acTBa

[EHTPAIM30BAHHOTO  YNPABJIEHHS, - MOHUTOPUHIA U
OoOHOBJIEHHST JO/DKHBI ~OOECIEeUMBATh  pealM3alUio
CleyIOMUX  (QYHKIHOHATBHBIX BO3MOXKHOCTEH, HE
Tpebyromux ceptudukanno @CTIK:

. BIOOp APXUTEKTYPBI YCTaHOBKH
[ICHTPATH30BaHHOT O cpeacTBa yIIpaBIIEHHUS,
MOHUTOPHHIa M OOHOBJIEHHS B 3aBHCHMOCTH OT
KOJIMYECTBA 3allUIIAEMbIX y3/10B;

. BO3MOXKHOCTh uTeHHss WH(popMmanuu w3 Active
Directory, ¢ LENbIO TOJyYeHHs JAHHBIX 00 YYETHBIX
jalMCAX ~ KOMIBIOTEPOB W [OJb30BaTeled B
OpTraHu3aIvH;

. BO3MOJKHOCTh HACTPOHWKM TIPaBMI TepeHoca
0OHapyKEHHBIX KOMIBIOTEPOB 110 ip-aapecy, Ty OC,
naxoxaenuio 8 OU AD;

.




n/n

HaumenoBaHHe

XapakTepuCTHKH

Koa

. ABTOMATHYECKOE  pacmpelie/ieHHe  YUCTHBIX
3anucell KOMIIBIOTEPOB MO TIpyNIaM YyIpaBiIeHHs, B
cllydae TIOSBIICHHS HOBBIX KOMIIBIOTEPOB B  CETH;
B03MOXHOCTh HACTPOMKH IpaBui nepeHoca mo IPv4-
anpecy, tuny OC, naxoxaenuto 8 OU AD;

. [EHTPATH30BAHHBIE YCTAaHOBKA, OOHOBICHHE W
yIaJeHHe [POrpaMMHBIX  CPEJCTB  aHTHBHPYCHOM
3AIIUTBI;

. I_IEHTpEU'IHSOBaHHaSI HaCTpOﬁKa,
aJIMAHHUCTPHPOBAHNE;

. NPOCMOTP ~ OTYETOB M CTATHCTHYECKOH
uH(opMaLKK 110 paboTe CPEACTB 3alUThI;

. LHEHTPATH30BaHHOE  yJaJleHHe  (pyyHoe |
ABTOMATHYECKOE) HECOBMECTHMBIX TIPUIIOKEHH I
CpeJICTBaMH LIEHTPA YIIPaBJICHH;

. cOXpaHeHWe HWCTOPHHM HW3MEHEHHH IOJUTHK W
3a[a4, BO3MOMHOCTE BBITTOJIHATE OTKAT K IPEIbILYLIHM
BEPCHUSIM;

. HaM4YWe  pPa3IHIHBIX  METONOB  YCTaHOBKH
AHTUBMPYCHBIX areHTOB: IUIS YJaJe€HHOH YCTAaHOBKH -
RPC, GPO, cpeacrBaMH CHCTEMbl YIPaBJICHHS, /I

JTOKaIbHOM YCTAHOBKH — BO3MOXHOCTL  CO3[1aTh
ABTOHOMHBIH NAKET YCTaHOBKH,
* BO3MOXHOCTb YKa3aHHs1 B MOJIUTHKAaX

0e30MacHOCTH  CHEUANIbHBIX  TPUITEPOB, KOTOPEIE
Tepeonpee/siioT HACTPOHKH aHTHBUPYCHOTO PEIICHHS B
3aBUCHUMOCTM OT YYETHOH 3alMCH, II0J, KOTOPOH
M0JIL30BATEIb BOLIEN B CHCTEMY, TEKYINETO ip-ajapeca, a
TaKxke or Toro, B kakom OU HaXxoJUTCs KOMIBHOTED HIIH
B KaKoii rpynmne 0e30MacHOCTH;

. BO3MOKHOCTh HepapXHUH TPUITEPOB, 110 KOTOPBIM
MPOUCXOIHUT TIEpepacpEIEICHHUE,
. TECTHPOBAHME  3arpy)KEHHBIX  OOHOBIEHMMH

cpencramu 110 1eHTPaJIA30BaHHOTO YIIPABJIEHHS [TepeSt
PacrpoCTpaHEHHEM Ha KIIMEHTCKHE MaIIHHbI,

. jocraBka oOHoBieHuit Ha paboume Mecta
0JIb30BaTeNIeH cpa3y Mmocie UX IOy IeHHUs,
. pacro3HaBaHWe B CETH BHPTYaJbHbIX MAallHH H

pacrpenenenue GanaHca Harpy3Kd 3alyCKaeMbIX 3a1ay
MEKTy HUMH B CIIydae, €CJIH 3TH MAlllMHbl HAXOAATCS Ha
OIHOM (DH3HYECKOM CepBEpE;

. IOCTPOEHUE MHOTOYpPOBHEBOI CHCTEMBbI
VIpaBleHnss C BO3MOJKHOCTBIO ~HACTPOMKH  I11paB
aJMHHHCTPATOPOB W ONEpaTopoB, a Takke (opm
Tpe/I0CTABIIAEMOl OTYETHOCTH Ha KaXKJIOM yYPOBHE;

. co3anue " HepapXuu cepBepoB
aIMMHHUCTPUPOBAHHS  MPOM3BOJNIBHOTO  ypPOBHA W
BO3MOKHOCTh LIEHTPaJIM30BAaHHOIO YIIPAaBICHHs BCei
Hepapxue ¢ BEpXHEro ypoBHs;
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. NoJJIepyKKa MyJibTHapeH HocTH (multi-tenancy)
UL CEPBEPOB yIPaBICHUS;
. OOHOBJIEHHE  TPOIPAMMHBIX  CPEICTB U

AQHTHBUPYCHBIX 0a3 M3 pa3HbBIX MCTOYHHKOB, Kak IO
KaHajJaM CBA3M, TaKk M Ha MAIIUHHBIX HOCHTEIAX

HHpOpMAIINH;

. JIOCTYT K 0OJIauHBIM CepBepaM IIPOH3BOJIMTEIIS
antuBupycHoro 110 depes cepBep ynpasjieHHS

. ABTOMATHYECKOE PACIpPOCTPaHEHHUE JIMLIEH3HH Ha
KJIHEHTCKHE KOMITBIOTEPHI;

. uHBeHTapu3alus  ycraHoplneHHoro [I0  wu
000py10BaHHs Ha KOMIIBIOTEPAX MOJIL30BATENEH;

* HaJIUure MeXaHH3Ma OITOBCIIEHHA O CODBITHIX B

paboTe YCTAHOBJICHHBIX IPHIOKEHHH AHTHBHPYCHOU
3allMTBl M HACTPOMKM  PacChUIKM  MOYTOBBLIX
YBEIOMIICHHI 0 HUX;

. dbyHKLMs yIpaBJIeHuUs MOOHJILHBIMU
yerpoiictBamu yepes cepep Exchange ActiveSync;

. byHKLHs yTIpaBICHUsA MOOHIJIEHBIMH
ycTpoiicTBamu yepe3 cepsep i0S MDM;

. BO3MOXKHOCTh oOThpaBku SMS-onopemenuii 0
3aJalHBIX COOBITHSX;

. LIEHTPaJIM30BaHHAs YCTAaHOBKA CEPTU(HMKATOB Ha
ynpaBisieMble MOOUJIbHBIE YCTPOHCTBA;

. BO3MOYKHOCTh YKa3aHHs IJOOOTO KOMIIBIOTEPa

OpraHM3aliy [EHTPOM PETPAHCIALHHM OOHOBICHHH JULs
CHHM>KEHHS CETEBOH Harpy3Kd Ha CUCTEMY YIIPABJICHHMS,

. BO3MOYKHOCTE YKa3aHHs JI0OOr0 KOMIIBIOTEPA
OpraHu3alMu LEHTPOM MEePECHITKH coOBITHH
AHTHBUPYCHBIX ~ areHTOB,  BbIOpAaHHOH  TIPYIIbI
KJIHEHTCKHX KOMITBIOTEPOB, cepBepy

LIEHTPATM30BAHHOIO  YNPABJICHUS T CHHDKCHHS
CeTeROil Harpy3Ku Ha CHCTEMY YIIPaBJICHHUS;

. HOCTpoeHHE rpadueckuX 0TYETOB MO COOBITHAM
AQHTUBHPYCHOHM 3alMThl, JAaHHBIM HHBEHTAPH3AIHH,
JAHHBIM JIMIIEH3UPOBAHMs yCTaHOBJIEHHBIX [IPOrPaMM;

. HaJlMYde  TPeJHACTPOEHHBIX  CTaHIapTHBIX
OTYETORB O padOTE CHCTEMBI; ;

. skcnopt or4etoB B (aiinel Gopmaros PDE u
XML; )

. LICHTPAIM30BAaHHOE  YNpaBlIeHHE  OOBEKTAMH
pE3epPBHBIX XPaHUIMILL U KAPAHTHHOB I10 BCEM pecypcam
CeTH, Ha KOTOPBIX YCTAHOBJIEHO aHTHBHPYCHOE
nporpamMmHoe odecrieueHue;

. CO3/laHMe BHYTPEHHMX YYETHBIX 3anuceH s
ayTeHTH(UKAIIHY Ha cepBepe YIIPaBJIEHHS,

. CO3/laHhe  PEe3epBHOMH KOTIHH CHCTEMBI
YIpaBJIE€HUS BCTPOEHHBIMH  CPEACTBAMH  CHCTEMBI
yTpaBJIeHHS,

J nomaepxka Windows Failover Clustering;
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. nojyiepkka uHTerpanud ¢ Windows cepBHcoM
Certificate Authority;
. HaTHYHE Be0-KOHCOJIH yIpaBJIeHUs
MPUITOKECHHEM;
. HIMYHE CHCTEMbl KOHTPOJIS BO3HHUKHOBECHHS
BHPYCHBIX 3MTHIEMHUI;
. BO3MOXKHOCTh ~ YCTAHOBKH . B obsauHo#
nHppactpyktype Microsoft Azure u Google Cloud;
. BO3MOXKHOCTB HHTerpauuu no OpenAPI;
. BO3MOYKHOCTE  VIIpaBJIEHHS  AHTHBHPYCHOMN
3alMTol ¢ ucrnonas3opanueM WEB koncomm.
L aBTOMaTHBHpOBaHHbIﬁ ITOUCK H 3aKpPbITHE
VSI3BUMOCTEH B YCTAHOBJICHHBIX TPHIOKEHHAX U
orepalioOHHOI CHCTEME Ha KOMIIBIOTEpax
I10JIb30BAaTEJICH;
. BO3MOXHOCTh TNoAkJoUeHus 1mo RDP  wmm

ITATHBIMH  CPEJCTBAMH M3 KOHCOJIM  YIpPaBJICHHS,
I10JIb30BATEIIHO JOJIKEH BBIBOJIHTHCA 3aI1poc Ha
pa3speaieHHe JUCTAaHITHOHHOTO TTOIKITFOUYEHHS

. HaJIHYKE HHCTPYMEHTOR paboThl ¢ oOpazamu OC:
co3nanue obpasa nenesoit OC Ha ocHOBe (U3HUECKOMH
WIM BHPTYAJIBHOW MaIIMHBL, YCTAaHOBKAa oOpaza Ha
BbIOpPaHHBIC AIMUHUCTPATOPOM KOMITBIOTEPHI,

. nopkHa ~ ObITh  ofecmeyeHa  BO3MOMKHOCTD
nobasyenns HaboOpoB IpaifBepoB B paHee CO3JaHHBIIH
obpas;

¢ BO3MOXKHOCTb 3allycKaTb CKPHIITEI HIIH
ycTaHaBIMBaTh gonoiHuTebHOoe [10 B aBTOMaTHyeckom
pexuMe 1nociue yctaHoBku OC;

. BO3MOXHOCTh UMIIOPTUPOBATh oOpa3
orepalnoHHOi cucTemsbl W3 qUCTpuOyTHBOB (WIM)
. HaJlM4YHE€  CHCTEMBI  KOHTPOJIA  JIMLEH3HH

cropoHHero [10, ycTaHOBIEHHOr0 Ha KOMIIBIOTEpE C
BO3MOXHOCTBIO  OTOBEIIEHHS  aJIMUHHCTpaTopa o
HapyIICHHH TOJIb30BAHUSA JIHLICH3UEH UM NPEBBILICHUH
CPOKa JCHCTBUS JIMLICH3UH;

. aBTOMaTH4YecKoe  CO3JaHHe  YCTaHOBOYHBIX
MaKkeToR /Il CTOPOHHHX mNpuioxeHui (Adobe Reader,
Mozilla Firefox, 7-zip u jap.) u aBTOMarHueckas
LEHTPAJIM30BaHHAs  YCTaHOBKA ITUX MaKeToB
NPHIOKECHHH HA KOMIIBIOTEPSI;

. nojafepkKa (pyHKIMOHAIBHOCTH — YIIPaBJICHUS
¢ poBaHHEM TaHHBIX;
. BO3MOKHOCTh HHTerpanuu ¢ SIEM cucremamu u

nepejaya coowertuit B popmare syslog unu CEF\ LEEF.
TpeboBanns Kk 0OHOBIECHHIO aHTHBUPYCHEIX 6a3

OGHOBIsIEMbIE AHTHBUPYCHBIC (a3bl JAHHBIX JOJDKHBI
ofecreynBaTh peaH3aluio CJTE Ty FOIIM X
(yHKUMOHAILHBIX BO3MOMKHOCTEH:
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. CO3JIaHHs TPaBHI OOHOBIIEHHS] AHTHBHPYCHBIX
0a3 ne pexe 24 pa3 B TeueHHE KaJeH/IapHBIX CYTOK;

. MHOKECTBEHHOCTh I1yTeil OOHOBIICHHS, B TOM
Yyuclie — M0 KaHalaM CBA3M M HA OTYYX/JAEMBIX
3MEKTPOHHBIX HOCHTENAX HH(OpPMANHH;

. MPOBEPKY  LEJOCTHOCTH M MOITHHHOCTH
OOHOBJIEHMH  CpeACTBAMM  DJIEKTPOHHOH  H(PPOBOI
MOAIHUCH.

TpeboBanus K HKCIITyaTAMOHHOM JJOKYMEHTAIIHH

DKcrnulyaTallHOHHas —~ JOKyMEHTalus Uil BCex
NPOrpaMMHBIX IIPOJYKTOB AaHTHBHPYCHOW  3all[HUTHI,
BKJIIOYasi CpPEACTBa YNpaBieHUs, JIOUKHA BKIOUYAThH
JOKYMEHTBI, IIOJIOTOBJICHHbIE B COOTBETCTBHH C
TpeGOBAHMAME  TOCYJAapCTBEHHEIX —CTAH[ApTOB, Ha
PYCCKOM SI3BIKE, B TOM YHCIIE:

. «PykoBoscTBO 10JIb30BaTEs
(apMuHUCTpaTOpA)»

JlokymMeHTalMs, nocTaBjisemMasi C  aHTHBHPYCHBIMH
CPEJCTBAMH, JO/DKHA JI€TalbHO OINKCHIBATH IPOLECC
yCTaHOBKH, HACTPOHKH U IKCILTyaTaIlH
COOTBETCTBYHOLIETO CPEACTBA AHTHBUPYCHOMH 3allUTHI.

TpeboBanus K TEXHUYECKOH TTOIIEPKKE

Texuuueckas IoJIJIEpPIKKa AHTUBHPYCHOIO
IIPOTPaMMHOTO o0ecIiedeH s J0DKHA:

. IIpenocraBnsiThes Ha pyccKom SI3bIKE
cepTU(UIUPOBAHHBIMH CIELUATUCTAMH IPOU3BOIUTEISA
CPEICTB aHTHBHUPYCHOM 3allUTBI M €ro MapTHEpPOB Ha
BceH  TeppuTopun  Poccuiickoit  ®enmepauuu 1o
3JIEKTPOHHOI nouTte U uepe3 Uurepuer.

. Web-caliT  mpow3BOAMTENE  AHTHBHPYCHOTO
pelieHHsl NODKEH OBITh Ha PYCCKOM S3BIKE, HMETh
CIIELMANIbHBIA  pa3jen, MOCBALIEHHBIH TEXHUYECKOH
MOANEPYKKE AHTUBHPYCHOTO peIIeHHs, TMOIMOJHIEMYHO
Oa3zy 3HaHMd, a Takke (GopyM MOJb30BaTENCH
NPOrpaMMHBIX TPOJIYKTOB.

CpeneTBo 3a1uTh
uHpopmanuu ot
HECAHKIIMOHHPOBAHH
oro JlocTyna

C3U HC]I nomkHa npeAcTaBIsTh COO0H MPorpaMMHbIi
KOMILJIEKC CPEJICTB 3alUThl MHPOPMAIIHH B
OTIepallMOHHBIX CHCTEMax ceMelcTBa Linux ¢
BO3MOKHOCTBIO NTOAK/IIOUEHHs annapaTHbIX
HIEHTU(HUKATOPOB /IS YCHICHHS MEXaHH3Ma
ayTeHTH(HKAIIHH.

C3U HCI nomxHa ObITh npenHazHavyena ans [[DBM
tuna IBM PC nop ynpaBneHuem clieayromux
OTICPAITMOHHBIX CHCTEM ceMelicTBa Linux B
MHOTOIOJb30BAaTEILCKOM PeKHME HX IKCIUTyaTallu:
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* Anpt Paboyas Cranuus 8.2 x64 (Bepcus sapa C3U
HCJI 4.9);

* Aubt Pabouas Crannus 9.0 x64 (Bepcus supa C3U
HCI 4.19);

* Astra Linux Common Edition (Opén) 2.12 x64
(Bepcus aapa C3U HCJL 4.19);

* Debian 8 (Bepcus syipa C3U HCJI 3.16);

* Debian 9 (Bepcus sapa C31U HCJI 4.19);

* CentOS 7 x64 (Bepcus sypa C3U HC/L 3.16);

* Red Hat Enterprise Linux 7 x64 (Bepcust siqpa C3U
HCJI 3.16); ;

* Fedora 30 x64 (Bepcus sapa C3U HCJ] 4.19);

* Ubuntu 16.04 x64 (Bepcus syipa C31 HCJI 4.19);

» Ubuntu 18.04 x64 (Bepcus sapa C31M HCJT 4.19);
PE OC 7.1, 7.2 Mypowm (Bepcus siapa C3U HCJ]
4.19);

* ROSA Enterprise Linux Desktop/Server x64 (Bepcus
aapa C3U HCJT 3.16);

« JlotOC 2.1 x64 (Bepcus sapa C31U HCJ] 3.16).

C3M HCJI nomxkHa noaaepuBaTh 64-OUTHBIC BEPCHU
OTepallMOHHBIX CHCTEM.

C3U HCJl momxHa OBITh TpeAHAZHAYEHA IS
MCIOJIb30BaHMsl Ha IEPCOHANBHBIX KOMIBIOTEPAX,
IIOPTAaTUBHBIX KOMIIbIOTEepax (HOYTOYKax), cepBepax,
TaK)Xe MoUIeP)KHUBaTh BUPTYaIbHBIC CPE/IEL.

C3M1 HCJI nomxkHa ObITH cepTH(HHUIMPOBAHA HA
COOTBETCTBHE TPeDOBAHUAM PYKOBOJISIIMX JOKYMEHTOR
K 5-My knaccy 3amuimenHoctd ot HCJ ns CBT (P/]
CBT, I'ocrexkomuccus Poccun, 1992) u 4-My ypoBHIO
Josepus («TpeboBanus no 6e3onacHOCTH HHPOPMALIMH,
ycTaHarIHBaroue yporHU JioBepust K CT3U u
COBUT» ®CTIK Poccun, 2018) paspabarbiBarbes u
IPOU3BOIUTHCS Ha OCHOBAHMH JIULEH3UH (he/iepanbHbIX
OpraHoB, MIMEIOIIHNX ITOTHOMOYHS B YKa3zaHHOH cdepe.
Moayns CKH nomxken ObITh cepTHHHIMPOBAH HA
cootBeTcTBHE TpeboBanusM OCTOK Poceuu k
CpeJICTBaM KOHTPOIISl CheMHBIX MAITHHHBIX HOCHTEIEH
uH(pOopMaLiH 10 4-My KJIACCY 3alIUTHI B COOTBETCTBHH
¢ npoduieM 3alMTEl CPEACTB KOHTPOJIS MO IKIFOYEHUS
CHEMHBIX MAITHHHBIX HOCHTENeH HHGOpMAaIIHH
(UT.CKH.IT4.I13).

C3M1 HCJI moxeT OBITh HCIIOB30BAHA:

* TIPH CO3/JIAaHWUH 3aIMUIIEHHBIX ABTOMATH3HPOBAHHBIX
CHCTEM J0 KJlacca 3allHIIEHHOCTH 117 BKIIOUHTENBHO;

* B I'OCY/IapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMAX JI0
1 Kyacca 3amHUIIEHHOCTH BKIIOYHTENLHO;

* B aBTOMAaTH3MPOBAHHBIX CHCTEMaX YIPABJICHHS
[IPOM3BO/ICTBEHHBIMU M TEXHOJIOTHYECKMMHU
mporeccamMu 70 1 Kacca 3aiuIneHHOCTH
BKJIIOUHTEJILHO;
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* B MH(OPMALHOHHBIX CHCTEMAX MEPCOHATBHBIX
JAHHBIX J10 | ypOBH 3alUUIIEHHOCTH BKIIOYUTENBHO,

* TIpH 3aIIUTE 3HAYUMBIX 00BEKTOB KPHTHYECKOU
H(popMalmoHHOH HHPacTPYKTYpHI 10 1 Kateropuu
3HAUYMMOCTH BKJIIOYHTENIBHO.

C3U HCJ] momxHa 00ecrieynBaTh:

1. perucrpaumio nojs3zoBaresiei. Bo3MOXHOCTE 3a1aTh
napoJib nosp3oatens. OnpeeneHue KoanuecTsa
O/THOBPEMEHHBIX CEAHCOB JIJIsl II0JIL30BATEJIS.
B03MOXHOCTb OTpaHUYEHHS KOJTHYECTBA CECCHH
[10JIb30BaTeJIed Ha OJHOM KOMITBIOTEPE]

2. BO3MOXXHOCTbH IPUHYAUTEILHOMH OJOKUPOBKU
oJIb30BaTeNel U aBToMaTHYecKoi OJTOKMPOBKH B
Clly4ae HapyIICHUs MOJIMTHK 0€30MacHOCTH;

3. MACHTU(UKAIMIO U TIPOBEPKY MOATHHHOCTH
MOoJIB30BaTelIelt IPH BXOJE B OTIEPAIIHOHHYIO CHCTEMY.
Bo3MmokHOCTE ABYX(aKTOpHOH ay TeHTH(UKALIUH 110
[apoJIio ¥ annapaTHOMY HACHTH(HKATODY;

4. BO3MOXHOCTH COXPAaHEHHs aBTOPH3AITMOHHBIX
JAaHHBIX ITOJIE30BATEIA Ha allapaTHOM
uneHTudUKarope;

5. peanM3allHIo HACTPOEK CIOHOCTH Maposiei (ITHHEBI
NapoJbHOI CTPOUKH, KOHTPOJISI HAMHYUS LUDp U
CIellMaNbHBIX CUMBOJIOB) M CPOKa UX JICHCTBUS;

6. BO3MOXHOCTh HACTPOHKH pa3rpaHUueHHs IpaB
Jocryna Kk oobekram (aiaoBoil CHCTEMBI, ChEMHBIM
HAKOIUTEJSIM, pa3rPaHUYEHHS IPaB Ha JOCTYII K
yCTpOHCTBaM Mevarty;

7. BO3MOXHOCTb KOHTPOJIS [IEJIOCTHOCTH aIapaTHoH
KOH(UTYypallui KOMIBIOTEPA;

8. perucrtpauMio u yuer (ayuT) AeHCTBUH
nosb3oBaTenel (Bkmoyenue IIDBM, -Bxoa/Beixo
N0JIb30BaTENEH, JIOCTYI K pecypcam, 3aIyck/0CTaHOBKa
MPOIIECCOB, BBIBO/I HA MeYaTh HH(POPMAIIHH,
aZIMUHUCTpHUpOBaHKeE). J[oKHBI BECTHUCH HEMPEPBIBHBIE
JKypHaJbI (T. €. HOBBIE 3aIIUCH HE JIOJIXKHBI 3aTHPATh
Honee crapbie) ¢ BOZMOKHOCTHIO COPTHPOBKH 3alTHCe;
9. BO3MOMKHOCTB EPHOJAMYECKOT0 apXHBHPOBAHHUS
KYpHAIOB COOBITHI;

10.  BO3MOYKHOCTH SKCIIOPTA KYPHAIOB
6e3omacHoctu B hopmatel PDF u ODS;
11.  BO3MOXKHOCTH JIOKAILHOIO M yAICHHOIO

aJIMHHUCTPUPOBAHHUS (YIIPABJIEHHE YIETHBIMHU
3aMUCAMH, MOJIMTUKAMH 0€301acHOCTH, TpaBaMH
JIOCTYIA, ayIUTOM, IIPOCMOTP 3KYPHAIOB);

12. BO3MOKHOCTb aIMHHHUCTPHPOBAHHUSA YE€PE
rpaguueckyro 060104Ky. MK KoHcoas C3WU HCJI,
bYHKIHOHUPYIOIIYIO B ONEPAIIMOHHBIX CHCTEMaX Ha
0aze aapa Linux, a Takxe gepes rpadHIecKkyio KOHCONb
HJIH 000J104KY aIMHHHCTPHPOBAHHSI,
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(yHKLIHOHHPYIOLIYIO B ONECPALMOHHBIX CHCTEMAX
cemeiicrea Windows;

13, BO3MOXHOCTB KOHTPOJISI ETOCTHOCTH
NpOrpaMMHO-aMNIapaTHON cpe/ibl (B TOM YHCIIe
OT/IE/IbHBIX KaTAJIOr0B) U MPOU3BOILHBIX O0OBEKTOB
daiinosoii cucteMs! npH 3arpyske [19BM, o komane
aJIMUHUCTpaTOpa WX IIepHOAHYECcKH. BO3MOXKHOCTh
BOCCTAHOBJICHHs 00BEKTA JIOCTYIIA B ClIyYae

oOHapy KeHUs HAPYILIEHHS ero eJOCTHOCTH;

14.  KOHTpOJIb HIeTOCTHOCTH 00BekTOB C3H;

15. ouMCTKy OCTaTOUHOH HH(OPMALIMK
(0cBODOMK/1AEMOTO IMCKOBOIO IPOCTPAHCTRA,
0CBOOOMKTaEMEBIX 00JIacTel ONepaTHBHOM TaMATH,
3a4MCTKY ONpe/IeeHHbIX (aiioB U Aok Mo KoMaH e
nons3osarens ui AUB);

16.  BO3MOXKHOCTBH HPOBEPKH KOPPEKTHOCTH
bynkumonuposanus C31 HCJI, camoTecTHpoBaHHMS;
17. 3aLIMTY OT MOJAMEHEI sJipa ONepalMOHHOM
CHUCTEMBI H TIPOIIETY P HHUITHATH3AIIHH;

18.  BO3MOXKHOCTh HAaCTpPOHKH Bcex napametpoB C3U
HCJI u3 enuHoit KOHCONM aAMUHHCTPHPOBAHUS,

19. BO3MOJKHOCTBH CHHXpoHU3auu Bpemenu OC ¢
annaparHOH IJ1aTOH CpeicTBa JOBEPCHHOH 3arpy3Ku
JUlsl pETUCTPALUU cOOBITHIT Oe30MacHOCTH;

20.  BO3MOXHOCTEH CETEBOTO PEKUMa
(YHKIHOHUPOBAHHUS C yJATCHHBIM YIIPABJICHHEM
YUETHBIMH 3aIIUCAMU M10JIb30BaTENICH, OIyYeHUEM
UHGOPMAITUH O COCTOSIHUH pabOThI 3alHIAeMBIX
ITDBM, ynaneHHBIM POCMOTPOM KYPHAJIOB Ha
[I5BM, BXojsiuux B JoMeH Oe30IaCHOCTH;

21.. [IEHTpaIN30BaHHOE yIIpaBJICHHE 3alHINEHHBIMH
pabo4YUMH CTAHLIMSMHM ITPH TTOMOILH CIEIHATBLHOTO
Moaysi. C mOMOIIBIO 3TOTO MOAYJIA JOJDKHA
BEITIOJIHATHECS CHHXPOHHM3AIMs YUETHBIX 3alTCel B
paMKax 3al{IaeMoro KOHTypa, CAHXPOHHU3AIHs
NOJIHMTHK 0€30IaCHOCTH, YAaTeHHOE pa3BePThIBAHHE U
ynanenne knuenTcekux yactet C3M HC/I, Beirpyska
JKYPHAJIOB KJIMEHTOB Bo BHewHow CYBJI (SQL);

22.  BO3MOYKHOCTh LIEHTPAJIH30BaHHOTO YIIPABJICHUS
3aLUIIEHHBIMH pabOYMMH CTAHIIUSAMH TIPH TTOMOTITH
OTZEIBbHOI0 KpoccIIaTpOPMEHHOTO LIEHTPa
yTpaBJIeHHUS; )

23.  BO3MOXHOCTH YTIPaBJICHHS BCTPOCHHBIM
MEKCETEBbIM 3KPaHOM, KOHTPOJIb YIIpaBICHHS
NOpTaMH, a TAKXKEe [IPOTOKOIAMH;

24. BO3MOYKHOCTH OTTOBEIICHHS TTpH coOBITHAX HC/;
25. BO3MOXHOCTh aBTOMaTH3HUPOBAHHOTO
TECTUPOBaHUS NaMsTH, HenoctHocty [10, nocryna,
aBTOpH3AIHH, (PYHKIIMH TApaHTHPOBAHHON OYHCTKH
ONepaTUBHON MaMsITH.
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26.  Haguuue cOOCTBEHHOIr0 MeXaHH3Ma
JHUCKPELUOHHOIO YIIPABIEHUS JOCTYIIOM.

JloimkeH OBITH peaqn30BaH MOIY b KOHTPOJIS
ITOJKJIIOUEHHS] CEMHBIX MAlIHHHBIX HOCHTEICH
unpopmanuu (CKH).

Monyne CKH nomxken obecnieqnBaTh:

1. KOHTpPOJIb UCTIONB30BAHNS HHTEP(PEHCOB
BB0/13/BbIBO/Ia CPECTB BBIUHUCIIUTEILHON TEXHHKH,
MOAKIIIOYEHH BHEIIHHUX IIPpOrpaMMHO-alnapaTHbiX
YCTIJOI:‘ICTB H KOHKPETHBIX CBEMHBIX h-{aLHHHHBIX
HOcHTeNeH HHpopMallny;

2. BO3MOYKHOCTh Ha3HAYEHMsl IIPaB JI0CTYMA K
KOHKPETHOMY HaKOIHTEITO;

3. BO3MOXXHOCTb YCTAHOBHUTH OMUCAHHE [UJISI CMEHHOTO
HAaKOIIUTECJIA, .
Peanmuzanms C3W HCJI nomxHa OBITH MOJTHOCTRIO
HpOFpaMMHOﬁ, HO C BOBMOXHOCTBH) IMMOJAKJIIHOUCHHA
annapaTHbIX CPEJICTB CUUTBIBAHUS MH/MBH/1y AJIbHBIX
HAeHTH(HUKATOPOB ONML30BaTENEH, a TaKKe
cnenyromux uneHtudukatopor: USB-kmoun Aladdin
eToken Pro/Java, USB-kmouu Pytoken (Pyroken DIIIT,
PyTtoxen Lite), snexTponnsie kimroun Touch Memory
(iButton), USB-kmoun JaCarta (JaCarta SF/TOCT,
JaCarta-2 PKI/I'OCT, JaCarta-2 I'OCT, JaCarta LT).
1. Ilocraska C3W HCJI noinkHa OCymIeCTBIIATECS B
dopme nepesayn HEMCKITIOYHTENLHBIX MTPAB Ha
HCII0JIb30BaHUE NPOrpaMMHOIo obecrneyeHus ¢
yKa3aHHEM BcexX HeOOXOIUMBIX MOJTyJIeH U TpedbyeMoro
KOJIMYECTBA JIMLIEH3UH 10 KaXX oMy Moy, BapuaHT
(hOpMyIHPOBKH:

— HEHCKITIOUUTENLHOE TIpaBo Ha ucroib3oBanue C3U
HCJI (mporpammMHoe obecrieueHue).

CpencTBo aHamM3a
3AIMIICHHOCTH

Cpe/icTBO aHAH3a 3AIUINEHHOCTH JOJIKHO
obecrnieudBaTh OJTHOBPEMEHHOE CKAHUPOBAHHE HE MEHEE
16 IP agpecor

TpeOGoranus k MexaHu3mam ceteBoro ayauta CA3

1) CA3 nomxHo obecrie4uBaTh UHBEHTAPH3AIHIO
pecypcoB ceTH, onpenenenne coctosaus TCP uw UDP
NOpPTOB B AHanasoHe ot 1 1o 65535, uaenruduxanmio
ONEpallMOHHBIX CUCTEM U CETEBBIX MPHUIIOKEHHIT,
TPACCHUPOBKY MapLIPYyTOB CJIE0BAHUS JAHHBIX JUTSI
IIOCTPOCHUS TOINOJIOTHH CETH.

2) CA3 nomxHO 00HAPYKUBATh YA3BHMOCTH KOJ1a U
KOH(HTypaluu nporpaMmMHoro obecreuenus. J{ms
BbIABJICHUS (1ToucKa) ysa3eumocTed CA3 10mKHO
UCII0JIb30BaTh BCTPOCHHYIO 0a3y JIaHHBIX YA3BUMOCTEH
KOJIa ¥ YSI3BUMOCTEH KOH(QUTYpaIHH TIPOrpaMMHOTO
obecneuenus. baza nanneix ysssumocteit CA3 joinkHa
coJiepKaTh YHHOULIHPOBAHHbIE ONHCAHHUS

.
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YA3BUMOCTEH, aHAJIOTUUHBIE COJICPXKAIHUMCS B
CIeAYIOIMX 00LIEAOCTYITHBIX HCTOYHHKAX: OaHK
IaHHBIX yrpo3 Oe3onacHocT uHGopMaryn OCTIK
Poccuu (http://www.bdu.fstec.ru), 6a3a ngaHHbIX
«Common Vulnerabilities and Exposures
(https://cve.mitre.org). CA3 10/DKHO OCYINECTBISTD
TECTHPOBAHHE HA MPOHUKHOBEHHE ITyTEM SKCIUTyaTaluu
YA3BUMOCTEH, BBIABICHHBIX H COJICPIKAIIUXCA B Oase
JIaHHBIX YA3BUMOCTEH.

3) CA3 n0mKHO OCYIIECTBISTH OUCK YA3BHMOCTEH
ABTOMATH3MPOBAHO HJIH N0 PACIIHCAHUIO, 33/1aBACMOMY
OIIEPATOPOM.

4) CA3 10mKHO OCYIIECTBIIATH OOHOBJIEHHE Oa3EI
JIAaHHBIX YS3BUMOCTEH uepe3 cepBuc oOHoBIeHuit CA3.
5) CA3 10/5KHO 0CYHIECTBIATE 000D HAPOJIeH 110
CITOBApIO JUIA CIIEYOIIMX CETEBBIX CEpBUCOB: fip, hitp,
imap, mssql, mysql, oracle, pop3, postgres, rdp, redis.
smb, smtp, snmp, ssh, telnet, vne, °

6) CA3 I0JKHO OCYIIECTBIIATE ayJUT Oe30MacHOCTH
OeCrpOBOIHbBIX CeTeH U HMHTALMIO aTaK Ha HUX.

7) CA3 D0/KHO OCYLIECTBIIATh MIEPEXBAT, aHAIH3 H
(HIBTPAINIO CETERBIX NMAKETOB JIOKAIBHON M BHENTHE
cerei HHOPMALIHOHHOM CHCTEMBI M H3BJIEUEHHE M3
ceTeBoro Tpaduka naponsHoit nadpopmanuu (s
IpOTOKOJIOB ftp, pop3, http, https, telnet), a Taxxe,
MPOBEPKY BO3MOXKHOCTH arak noamensl MAC-ajipecos.
8) CA3 nokHo obecrneunBaTh KOHTPOIIb 3a
ycranoskoit obnosnenuit OC Microsoft Windows: 7,
8.1, 10, Server 2012, Server 2012-R2, Server 2016

9) CA3 nomxHO obecreynBaTh KOHTPOIIb 3a
HacTpOHKaMH KoMIliekca cpeacTs 3aiutel OC
CrenuanbHOro HasHavyeHus «Astra Linux Special
Editiony. :

10)  CA3 pomxHo obecniednBath HOpMHpPOBaHHE
OTYETOB 110 Pe3yJibTaTaM MPOBEPOK B hopmarax:
HTML, PDF, DOC, CSV.

2 TpeboBanus k MexaHH3MaM JIOKaTbHOTO ayauta CA3
1) CA3 10/KHO OCYLUECTBIISIT MOUCK OCTATOYHOM
uH(OpPMaIMH Ha Pa3IMYHBIX HOCHTENIX HHPOPMALIMH U
rapaHTHpPOBaHHOE YHHUTOXKEHHE HH(OPMAIUK TTyTEM
3AIUCH CJIy4YaiHOH IOC/Ie10BaTeIbHOCTH CHMBOJIOB
[IOBEPX CTHpAeMOH HH(pOPMALIKH, & TAKXKE 3aluCH
CJIy4aiHOH MOC/Ie10BATEILHOCTH CHMBOJIOB B
0CBOOOMBIIEECS [IPOCTPAHCTBO HAKOIMTEIIEH Ha
’KECTKUX MarHUTHBIX JIMCKAaX, HAKOIUTEJICH Ha OCHOBE
(pIIDII-aMATH U CheMHBIX HOCHTENCH HH(OpMaIuH.

2) CA3 10/5KHO OCYUIECTBIATH JTOKaIBHBIH 110100D
1apoJiei no cioBaplo A YYETHBIX 3aiHcel
nosaszoBareneit OC Microsoft Windows:7, 8.1, 10.
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3) CA3 nomxHo obecrnieunBaTh KOHTPOJIBHOE
CYMMMpPOBaHHUE 3a/laHHbEX (PaiiIoB, MAOK, [10IANO0K,
CHEMHBIX HOCUTENEH W HAKOMUTEeH Ha )eCTKHUX
MarHMTHbBIX JIMCKAX.

IlIxad HacTeHHBII
TEJEKOMMY HHKAILIMOH
HBIH ~

Iupuna (mm): He MeHee 600
Bricota (MM): He meHee 745
I'nybuna (Mm): e meHee 450
Marepuan nepenseil IBepH: cTeKI0

Heynpansemprii
KOMMYTaTOp

Hurepdeiichr:

* 24 mopra 10/100/1000Base-T

Wupukaropsr:

* Power

* Link/Activity/Speed (na mopr)
DIP-nepektouaresu:

* Energy-Efficient Ethernet (EEE)

* YpapiieHHe 1MoTOKOM

* M30511Ms MOpTOB M 3aIIMTA OT LITOPMA

CereBbic kKabenu:

» Ethernet: 2-niapusrit kabens kateropuu 3/4/5/5e,
HEDKPaHHPOBaHHAas BUTas mnapa

* Fast Ethernet: 2-napubiit kabens kaTeropuu 5/5¢,
HEe’KpaHHpOBaHHAs BUTas mMapa

* Gigabit Ethernet: 4-napusrit kabesnb kareropuu 5/5e,
HEDKPAHUPOBAaHHAs BUTAs Napa

Pazvem nuranus:

* PasbeM 114 NOAKIIOYEHUS TUTAHKUST (TIEPEMEHHbIH
TOK)

Tun xopnyca: « Merayi -

VYeraHoBka u
HACTpPOHKa CeTH

Yennyru no ycTaHoBKe CETEBOro 000py/I0BaHUS U
HAaCTPOMKE CETH YUPEXKICHHS

YcraHoBka u
HACTpo¥HKa CpesICTB
3aILUTEI
uHpopManuu

Ycyry 0o ycTaHOBKE M HACTPOMKE CPEJICTB 3alllUTh
uHpOpMALTHH:

-CPEJICTBO MEKCETEBOTO dKPAHUPOBAHHSI

-CPE/ICTBO AaHTHBUPY CHOH 3alllUThl HH(POPMAIMU
-CpeJICTBA 3alUTH HHpOpMALUK OT
HECaHKLIHOHHUPOBAHHOTO JIOCTY 1A

-CPEJICTBO aHaJIM3a 3alUIIEHHOCTH.

5. TpebGoBaHus K NATEHTHOMH YHCTOTE

IIpu

OKa3aHHuH

cobmronarbes

YCIYyT  JIOJKHBI

ITOJIOKECHHA

3aKOHOJIaTelIbHbIX akToB Poccuiickoi Mejiepaliuy Mo COOIIOIEHHUIO aBTOPCKUX PaB
Y 3allIUTe ClIeMaJIbHBIX 3HAKOB.

6. TpeboBaHusi K rapaHTHIHOMY 00CJIY>KMBAHHIO H
TEXHHYECKOH NoJaepxKe

[TporpaMMHble M MporpaMMHO-aIliapaTHble CPEICTBA, HOCTAaBIsSEMbIE B
paMKax 5TOro TEXHUYECKOrO 3aJiaHusl, JOJDKHBI OBITH obecrieyeHbl rapaHTHIHON




nmoanepKKoi, oonosnenuem IO u 6a3 onpeneneHui (aHTUBUPYCHBIX, 00OHAPYKEHUS
BTOPIKEHHIA, ¥ TIP.) HA CPOK He MeHee 12 MecsleB co JHs 3aknoueHus KoHutpakra.

7. CpoKH OKa3aHHUS yCJayr

Havano oxasanms ycnyr: ¢ MomenTa mopnucanust Kourtpakra. Cpok
OkazaHus ycnmyr: B TeueHue 30 (Tpuauars) pabouux aHel ¢ MOMEHTa MOAMUCaAHHS
KoHrpakra.

8. TpeboBaHus no obecneyeHHIO peKUMA KOH(PHAEHHAJIBLHOCTH
NpH OKa3aHHH YCJIyr

B nmepuosn oxasaHus yciayr M mocie MX OKOHYaHUs MCIONHMUTENb He
AO/DKeH pasriamarb W HCIO0Jb30BaTh KOH(MUACHUMAIBHYIO HH(OPMALMIO,
MpUHAUIOKALIYI0  3aKa3yuKy, IepeyeHb KOTOPOW OMpejeNieH  BHYTPECHHHM
pacrnopsIUTENIbHBIM JJOKYMEHTOM 3aKa3zuMKa, KOTOpas MOXKET CTATh €My W3BECTHOM
B X0Jie OKa3zaHus yciayr. MicnonHuTenb HeceT OTBETCTBEHHOCTD 3a COOIOAEHHE ITOTO
TpeOOBaHMs B COOTBETCTBUM C 3aKOHOAATENBCTBOM Poccuiickoit Menepanyn.

9. Tpe6osanus k UcnoanuTento

Hcnonuurens He JOJIKEH SABJIATHCA OCIJHIOpHOH I{OMHHHHGH HaxoagvdTCa B
CITMUCKE HC,IIO6pOCOBECTHbIX INOCTaBLIHMKOB.

Ucnionnurens nomxen umets nuieHsuo ®CTOK Ha mesTebHOCTH MO
TeXHUYECKOU 3alluTe KOH(UIEHIMATbHOH HH(OPMALIUY, [lepeueHb yCIyr: yCIyT
0 YCTaHOBKE, MOHTaXy, HalaJgKe, MCIBITAHHSAM, PEMOHTY CpEICTB 3allUTEI
MHPOPMALMM  MPOrPaMMHBIX  (MPOrPAMMHO-TEXHUYECKMX) CPEJCTB  3all[UThI
MH(OPMALMK; 3aIUIIEHHBIX MPOrPaMMHBIX (IIPOrPAMMHO-TEXHHYECKUX) CPE/ICTB
00paboTku I&H(bopMauHH; IPOrpaMMHBIX (IIPOrpaMMHO-TEXHUYECKHX) CPEICTB
KOHTPOJIsl 3((HEKTUBHOCTH 3aLUTH HH()OPMALIUH ).

HUcnonuutens pomxked umers auueHsuro @OCB Ha [gedaTenbHOCTh 1O
pa3paboTke, IIPOU3BO/ICTRY, pacrpocTpaHeHHIO HU(POBATBHBIX
(kpurnrorpapuueckux) CpPe/ICTB, MH(OPMAIMOHHBIX CHCTEM 7
TEJEKOMMYHHUKAILIMOHHBIX CHCTEM.

HcnonnuTens rapaHTHpyeT Haluduue HEOOXOOMMBIX MNPO(ecCHOHANbHBIX
3HAHWI U KBaNU(UKAIWH, 00OpYAOBAHUS U JPYTHUX BO3MOXKHOCTEH IJIS OKa3aHHSs
YKa3aHHBIX yCIIyT CyObeKTaM MaJloro U CPeJIHEero MnpeilpUHUMATENLCTBA.

HcnonHuTens rapaHTHpyeT HalW4Me MOATBEPXKIAIOIUX [JOKYMEHTOB Ha
BBITIOJIHEHHE JAHHBIX YCIYT.

B cnyuae BbisBieHHs 3aka3duMKoOM HeJNOCTaTKOB, McronHuTens o06s3aH
YCTPaHUTh UX CBOMMM CHJIAMH, U 3a CBOM CUET.

HcnonuuTens npegocTaBnseT KOMUHU CIEAYIOUMX JOKYMEHTOB:

— Boinucku u3 EIPIOJI/ETPUIT;
— CBUIETENIBCTBO O PErUCTPALIUH;
— CBUJIETEJILCTBO O ITOCTAHOBKE HA HATOTOBBIHN YUEeT;
— TMpHKa3 O Ha3HAYEHMHM IOUPEKTOpa MIJIM WHBIE JOKYMEHTBI, MOATBEPKIAKLIUE




npaBo MNOAMHUCAHHA JOJTAKHOCTHBIM JIMIIOM HOI'OBOpPA,
— BBINKCKA U3 YCTaRa;
— KapTOYKY OPEINPHITHS ¢ MOANUCHI0 OTBETCTBEHHOI'O JIMIIA;

—  KOIlUU JIOKYMEHTOB, MOATBEPKAAIOIINE HaJIM4uHe HEOOXO0IMMBbIX
Npo(QeCCHOHANBHBIX  3HAHMH W KBaAM(pUKAUMH IS BBITOJHCHHUS
BBILLICYKA3aHHBIX YCIIYT.

10.I1opsinoK NpUEMKH IIOCTABJIECHHOI0 TOBapa

Mcenonnurenb OCYIIECTBISIET IIOCTABKY 3aKa3aHHBIX CPEICTB  3allUTHI
HH(OpPMALIMK B TCUYCHUH CPOKA IEHCTBUS 1OrOBOpa.

3aka3uuk 00s3aH OCYHIECTBUTH IIPUEMKY ITOCTaBIEHHBIX CPEICTB 3aLIUTHI
uHbOpMaLMK B ICHb IOCTABKHU.

[Tpu npueMKe 3aKa3za MOJJIEKUT IIPOBEPKE 00BEM M KAueCTBO MOCTABJICHHBIX
CPE/CTB 3aIIUThl HHPOPMALIUH.

[TocraBnsiemble  cpeiacTBa  3amIMTEl  MHQOpMALMM  JOJKHBI  OBITH
YKOMIUIEKTOBAHEl (OPMYJISIpaMHM, YCTAHOBOYHBIMH JUCTPUOYTHMBAMM, a TaIKe
korusiMmu ceptudurkatoB cooTBeTcTBUSI OCTIOK wn ®CB (s CK3U, u C3U nis
samuTel CK3UM).

B nmenp mepenmauu cpenctB 3amuThl MHG(oOpmauuu, Mcenonnurens o0si3an
nepefaTe 3aKa3uyuKy OPUTHHAJIBI CYETOB, aKT IPHEMKHU-TIIEpPEeNadd TOBAPOB, AKTbI
npuéma-nepenaun npas Ha [10, noanucannelil McnosHureeM, B IBYX 9K3eMILISIPAX,
cepTudUKATHl (IeKJIapallid O COOTBETCTBHHM), 00s3aTeNbHBIC /Ui JaHHOTO BH/IA
TOBapa, U UHBIC JOKYMEHTBI, OATBEPKAAIOUIME KAYeCTBO TOBapa, 0(hopMIICHHbIC B
COOTBETCTBHHU € 3aKOHOAATENLCTBOM Pocculickoit denepanuu.

B ciyuyae nocraBkM TOBapa HeHaJulekaulero kauecra Mcnoanureas 00s3an
0e3BO3ME3THO YCTPAHUTh HEIOCTaTKH ToBapa B TeueHue 10 pabouux jneii ¢ momenTa
3asIBJICHUS O HUX 3aKa3uMKOM JIMO0 BO3MECTUTH PAcXO/bl 3aKa3ylKa Ha YCTPAHCHUC
HEJ0CTaTKOB TOBAPA.

B cinywae cymiecTBEHHOro HapylleHUsl TpeOOBaHMH K KadecTBY ToBapa
Hcnonuurens 00s13an B TeueHue 10 pabouux qHel 3aMEHUTH HEKAYECTBEHHBIH TOBAp
TOBApOM, COOTBETCTBYOIMM 3.

KoMMepueckoe Npe/yiokKeHHe €O BCEMH HEOOXOHMMBIMH JIOKYMEHTAMH,
yKa3aHHBIMH B HacTosleM TeXHMYECKOM 3aJlaHUM JOJIKHO ObITh HAlpaBlIeHHO Ha
ounmaneuyto noyty exportrk2018@yandex.ru 3axazuuka 10 15.11.2023.




IIPaBO MOAMHUCAHUS JIOJDKHOCTHBIM JIHIIOM JI0TOBOpA;

— BBINKCKA U3 YCTaBa;

— KapTOUKYy IPEINTPUSATHS C TOAKUCHIO OTBETCTBEHHOTO JIHIIA;

— KONHUH  JIOKYMEHTOB, MOATBEPIKIAIOIIIHE HaJlU4yue HEOOX0/IMMbIX
Npo(pecCHOHANBHBIX  3HAHWUM W KBaANM(DHUKAIMKH  JUIS  BBITOJHEHMUS
BBIILIEYKA3aHHBIX YCITYT.

KoMmMmepueckoe TNpeanolkeHHe CO BCEMH HEOOXOIMMBIMH  JIOKYMEHTAMH,
yKa3aHHbIMHM B HACTOSILEM TeXHUYECKOM 3aJlaHUH JIOJDKHO OBITH HAINpaBlICcHHO 1Ha

odunmansuyio noury exportrk2018@yandex.ru 3akazunka o 17.11.2023.

10.ITopsiaok NpHEeMKH MOCTABJIEHHOIO TOBapa

HcronHuTENE  OCYIIECTBISIET IOCTABKY 3aKa3aHHBIX CPEJICTB  3allUThI
UH(OPMaIU B TEUSHUH CPOKa JACHCTBHS JOrOBOPA.

3aka3uuK 00s3aH OCYIIECTBUTh MPHEMKY IMOCTABJIEHHBIX CPEJICTB 3alllUTh
UH(pOpPMalLMH B JIEHb TTOCTABKH.

[Ipu npuemke 3akasza MOMJIEIKHUT MPOBEPKE 0OBEM U KAYECTBO MOCTABJICHHBIX
CPEe/ICTB 3aIlUTHI HH()OPMAITHH.

IlocTaBnsiemble  cpeicTBa  3allMThl  MHGOPMALUH  JOJDKHBI  OBLIThH
YKOMILIEKTOBaHbl (POPMYJISIpAMU, YCTAaHOBOUHBIMH JUCTPUOYTHBAMH, a TaKKe
koMU ceprudukatos cooTBeTcTBUI PCTIK mmu ®CE (st CK3U, u C3U juis
sanuTel CK3M).

B nenn nepemaun cpepcts sammrhl MHpopMalku, Kcnonwurens oOsisai
rnepejiaTh 3aKa3uMKy OPMIMHAbl CUETOB, aKT MPUEMKH-IIEpe/lau TOBAPOB, AKTh
npuéma-nepenayn npas Ha [10, noanucanneiil Menonuurenem, B AByX dK3eMILIsipax,
cepTu(UKaThl (JeKJIapalil O COOTBETCTBHHM), 00SA3aTeNbHBIE JUIS JAHHOIO BH/A
TOBapa, ¥ MHBIE JOKYMEHTBI, IIOATBEPKAAIOIIME KaueCcTBO TOBapa, 0hOpMIICHHBIE B
COOTBETCTBHH € 3aKOHOIaTesIbeTBOM Poccuiickoit @enepalinu.

B ciy4ae mocraBkM TOBapa HeHaJulexKallero Kadectsa Kcrnonnurenn o6s3ar
0e3B03ME3HO YCTPaHHUTh HEJIOCTATKH TOBapa B TeueHue 10 paGouux JiHel ¢ momerira
3asIBJIEHUSI O HUX 3aKa34MKoOM JMOO0 BO3MECTHTh PacXo/ibl 3aKa3urKa Ha yCTpaHeHHe
HEeJI0CTaTKOB TOBapa.

B cioydae cyliecTBEHHOro HapylleHHMs TpeOOBaHHN K KadecTBY TOBapa
Hcnonautens 06s13an B Tedyenue 10 pabounx aHel 3aMeHUTh HeKaueCTBEHHbIN ToBap
TOBapoOM, COOTBETCTBYIOIIUM T3.




